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A QUASIGROUP-BASED PUBLIC-KEY CRYPTOSYSTEM

Czestaw KOSCIELNY*, GARy L. MULLEN**

A public-key cryptosystem, using generalized quasigroup-based streamciphers is
presented. It is shown that such a cryptosystem allows one to transmit securely
both a cryptogram and a secret portion of the enciphering key using the same
insecure channel. The system is illustrated by means of a simple, but non-trivial,
example.
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1. Introduction

We discuss a public-key cryptosystem based upon properties of quasigroups. Assum-
ing a quasigroup @ as a secret portion of an encryption key, our quasigroup-based
streamcipher allows the user to simultaneously transmit over the same insecure chan-
nel, the cryptogram as well as a public portion of the enciphering key. This property
can be taken into account while constructing protocols for public-key cryptosystems
which employ quasigroup-based streamciphers. Such public-key cryptosystems, ho-
ever, have somewhat different properties than e.g. the RSA system. In our system, a
group of users, having the same secret portion of the enciphering key can both encode
and decode messages, and so members of this group should trust each other. Another
group of users sharing the same communication channel may have another portion of
the key. Neither of the two groups can decode messages from the other group and so
this type of system should be useful. Among the many possible protocols, we provide
a non-trivial example in Section 3.

We remind the reader that quasigroups are equivalent to the more familiar Latin
squares in that the multiplication table of a quasigroup of order ¢ is a latin square of
order g, and conversely as indicated in Dénes and Keedwell (1974), every latin square
of order ¢ is the multiplication table of a quasigroup of order g.
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2. Quasigroup-Based Generalized Streamciphers

The streamciphers discussed in this paper are generalized in the sense that they can
be constructed over any alphabet A of ¢ symbols, ¢ denoting an arbitrary integer
> 3. Let

Q=(4, &) 1)
be an arbitrary quasigroup with |A| = ¢, and let

M=m; mg -+ m; - (2)

K=k ky - ki - (3)

C=cco -+ ¢ - (4)

denote the stream of characters of the plaintext, the stream of characters of the secret
key and the stream of characters of the cryptogram, respectively. The characters of
these three streams belong, of course, to the set A.

To generate the stream of characters of the cryptogram, a generalized streamci-
pher uses an enciphering function f, so that

ci = fe(mi, ki), (5)

which, for each character m; of the plaintext and for the character k; of the key
associated with it, determines a character ¢; of the cryptogram. During deciphering
a function f; is used: it reconstructs the character m; of the message, taking into
account the character c; of the cryptogram and the corresponding character k; of
the key so that

m; = fa(ci, ki). (6)
It is obvious that

fd(fe(mi,ki),ki) =m; (7)
must be satisfied for all ¢ =1,2,...,n, where n denotes the number of characters in

the plaintext.

Now it will be shown how the operation in a quasigroup can be applied to deliver
invertible transformations needed for the streamciphers. The addition table of a
quasigroup J can be used as the table of values of a discrete bi-variate function S,
for which

Sz, y)=z®y, Sy,z)=ydz, (8)

where @ denotes the operation in the quasigroup (. Here the first variable corre-
sponds to the row entry, while the second variable corresponds to the column entry.
Using (8) one can define two operators (& and @) for performing ‘subtraction’ in a
quasigroup @:

S(.’L’,y)@yZSL‘, S(Hvﬂf)@y:fﬂ- (9)
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We introduce two more functions D and D defined by

D(z,y) =z OV, (10)

~

D(z,y) =zQ@y. (11)
It follows immediately from (8)—(11) that

D(S(z,9),v) ==, (12)

ﬁ(S(y,m),y) = . (13)
One can also prove that

§(P,v).9) =, (14)

B(y,P,2)) ==, (15)

D(y,D(w,2)) = =, (16)

S(y,ﬁ(z y)) =z (17)

Taking into consideration (8)—-(17) and property (7), one can observe that the six
pairs of functions

S, D), (5,D), (0,D), (@S), DS, (D,D) (18)

form six pairs of invertible transformations, which can be used as an enciphering and
deciphering pair (fe, f2). Thus if a quasigroup @ is not Abelian, then for the same
plaintext M and the same key K there may exist up to six distinct cryptograms.
This is a substantial improvement to the usual streamcipher built over GF(2), where
the unique operation XOR is usually applied.

3. An Example

We now consider a larger example. Suppose that one wants to construct a quasigroup-
based generalized streamcipher using the following 32-character alphabet:

A = ABCDEFGHIJKLMNOPQRSTUVWXYZ:,.!7-

and the quasigroup of order 32 with the operation table in the form of a function,
S(z,y), given in Table 1 which is the multiplication table for the quasigroup @ =
(A, ®). The function S(z,y) = z®y and eqns. (12) and (13) determine the functions
D(z,y) and ﬁ(z,y), shown in Tables 2 and 3, respectively.

Assuming that the plaintext has the form

M = THIS-PLAINTEXT-IS-A-SHORT-MESSAGE-TO-BE-ENCRYPTED
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Table 1. Function S(z,y).

y
S(z,y)| ABCDEFGHIJKLMNOPQRSTUVWXYZ:, .!7?-
A| KI .UZT-0GMDYE?:CXW'!QPFRVJ,HALSNSB

B| LYUYOGHRT ,M:BC?-ZPANVSJXIQEDKF

C| NSBZHVC:XLQWIFUYEA, -XKGT?DPOR! J
D| 'Q?7CUMYN,TEV-HIFDSCZ WLBOJRPAXK
E| D?E,CW.-PSIRNBHZGTUO!J:AMXQLYVEKF
F| XFY?KPNDV:S,QUA.R!ITHTL-MO0ZWBGECJ
G| WYLX,J:AIBPFK! .V-MECONS?TRUQZDHGC
H{ ZMDPG? ,LCHXI .TVQKBO:UYAF!N-SJWRE
I| TUHARKOIL!FBJZSGCDQVX?YNW-.,:MEP
J| ADSTFUEWYGRHCPQ:J,LB?-KZX!M.O0NVTI
K| SGXQW:LB?IC-RVT!MHNJAE,U.PFKDZOY
L| BO!HEYUM:VKTZI-N.RSD,QLWFGACXUJP?
M| ?VR- AHS .WQUYE,IJZPLTCKNMOXBGD !
N| H:TS-.VZU?N!WDXOAEPIYRFBLK, JMCGOQ
0| .C,MVHR?EJ!AG-FINQDKWOXPUBTYS:LZ
cP| YZFKIRPQJWOLDA,?U E-CTGSVXM!HBN
Q EMONLFUKPHX?JDAQY-,GB'!RZCSWT. IV
R| VWIBLQ!GNZ.DX:JMFORTHPE-CUK?,YSA
S| JAWNCYEMSB-:ZT.RPVNFXQUDIKHG! 70, L
T| FLNRADGYMETK : XCB?IV.SWOQPJ'!'UH-2Z,
U| MXCNQSK,FA-JOWZRPVBYEGH!DL:I 7 U
V| C,AJBXW!ZD? .VKMLTG RIUE-SNHQPYO
W| IPZW.OJTRNYMSLBK!-XGDHQ:AE?VU, FC
X| UT:DJIBP!QLOAMGH, ?KWFVZSY.CNEX-R
Y| PRQIDBXCWK,?LEYSOFHAJ!N.G:Z-VUMT

Z| -.K'? , IEQOJGHNPWSXYUZMUDRTBFCLA
QKPLM! ?XACVSFONJ:UTRIZ.,EYDG-BUWH
| E-GV!NQF .XZP,ROUYKWSCDBJHAL:I?THN
OBVES-TJHYGUM,LDW.?!NAPC:IRZFKQX
'] GHO:XCDK-FBNPQ!TLZJM. ,?YVWIEARUS
?| ,NJ.PAZVDRUC!SKEHLG?BXMOQFYTWI : -
-| RI-FTZS UAEYGWXBCMLK:IH,?VPNQ!D
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Table 2. Function D(z,y).

Y

D(z,y) ABCDEFGHIJKLMNOPQRSTUYV Y Z , LI
A JSVIT?MG:U-0XPFQNCBY .HEW, A'DZR
B L.CRVYXKSG!IBEWT-HUJ? , NDOZFM:PA
C VOUSE!CYH:K?JBTAI-DG,PM.RQXLZNFW
D EJHXYT!'!F?VARPNQ.DIOLW,SZUC:BKGM -
E ,QE.LSJZOTD-AYM?CNGPUKRV:WB!XFIH
F TFP-JMQ,U!IG:CODRYSVXANHL?KZ.BWE
G 'X ,DHBTRAJ.ZO-XIEV?WQUCPYLS :FMNG

H N'ILCOBM.HQJZDEX?KYFRWU-,SAVTPG
I WARYPXZIGKEHCLDOMTFN:V-SB 'y, ?7Q7J
J S-?2VXGW.POZUIQR:JM!KYEB,ATDNHLCTF
K A:ZPFIU!QYLTGV?WH,X0-CJIJMSNRKB.ED
L BTG:RQKHICXPYW.V!?J-MFLDNU,EAZODS
M UHQO:DSLTABW.XVRKG-!'!CZ?FEMJPNIY,
N C?TU , FDRWN!EZ:LOSKB.GYIMHVX-JAP
0 L!'QBWIA-ZPXU: ,NYRHEGOT?FDMCJISKYV
z P YW:H?FPXEQG,'!'!JZSUBNMAR.OTKC-DVLTI
Q :DYXKUR,PZXCMF!JHQOIASLWT?BEGV - .N
R -YMTIPOBW?JEK,SUFLR:VNAQZG.DC'HX
5 KCJN.U-SMEF:W?IYZDL,TBGXPVQHOA !
T IXNJ-A.WBDTLSHK!VE:RFMPCGZODO?QU, Y
U XIBADJLQN-? . MFC,P:EZHSVKORGTWY!U
v R M , 0O0CN?FL:DVKHGSUTIBXZA'!'!P-WYEJRQ
W GRSWKEVJYPMCNU-Z.4,X0TDLI'!'!FQT?H:B

X FUKG!'VY:C, QRTN-AZWSI?O0OBJEPMLXD
Y PGFBSLDTJ.WA-MYC,QZUNHI!X:?0ERVK
Z HPWCA-?NVR,SLIUEB!MDZ:XJQFY.GKTO
QNX!'!MKGCLFSBTRAJ:PVHD-E YU, I07?2Z
s ?VOEGZHUDBYF, .PMXJCQL'!'!K:-ANIRWST
0ZA?WNE-,MRVHSGFL .PT!D:YXKXIJUQBC
! DBLZ, :RVXION?G'!'KWFA.EYQUHJITSPC-HM
? MEDFZH:0KNVYQABPT ?JI!'GC-WRS , UL
- Z,-MN.AE!'!'SUKDOLBGWQCPJFRVIHY: :TX?
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Table 3. Function D(z,y).

y

D(z,y) | ABCDEFGHIJKLMNOPQRSTUYV YZ:,.!7-
A ,SR!XOHWDAU:GQLNP-BEJCYMT?IZV.FK
B| -MCYN, JRLTHA .XZ?VDIPSEOGF: !WBKUDQ
C| PNGSE?TIQMK,W!BVZYDOCA-:H.JUXFLR
D| K,ZQAH!CRB.T?NSMOLWFYJUDEX:VPGTI -
E| M:QKC!S-?GVEORITBWFJUXZ.NHYAD,PL
F| V!INP-BLXKE:YFWOCGQSAIT?UR,MH. JZD
G| IFWDQ.-EPJBZ!?MXUH:GVRTOYL,CKASN
H GENOT? JCLRDHAF!XUZ.W,VPSM-YIBQX
I| BYMOKSILH-JNQTPE?CXR,VAFDGU.Z: !W
J W?:V-F.MQT!R,JINOAZLDGEUKPXHSCB
K V-?EMQFW,KXZTDI:YLGNPSJCBR!HOU
L| .AJX,VCHISGWUY?LFE-BZPNKM!D:0QRT
M KUFYXRB!:QHZ.D,CPGIAOLN?VE-MTUWS

N| PTAHMGVZX!SPYKQ-EIRCD:J,WNOFULB
0| HE, ZTYUSG.?B VKDR!WM-FLQINOACXTI
2P| UR: .IFKD-NZ?TSXGJVPYQ!BHAOCLWME,
Q| TZKB:M,PSODVL-RHQFUXE.WJCIAG?NY !
R| WH. ,LQZ?EKMRCVGFXSODPUI-BYTN:!JA
S| 'VBRIKW,O0CASID.Y:?HUFZMXPQLTE-NG
T| FIXJRUYNADOLVC:W.TMK!QHB-ZS?GP,E
U| DCOESN:UBFXGMIYQHZV,-W.A!TRPL?KJ

V| XUFL!IPOT?NJBGEZ-AQSRM,V.WKDCY

W| R-LWF:A!YHEXKMUJ,BCVNGDTIP?SQZ.O0O
X| QXI?ZADKUYC. ,O0W:LMTNBFS!GRHJ-EVP
Y| LDPG.CBVWI-FNU,AR'!EHT?KYOSZQJX:HN
Z| EQDTPZ.ANX'!MSH-BYJL?0ICW:UVK,RGF
OLHUWJGT .PFIEB!RANKM:SXCZ-Q,YD?V
,| ZJSIDLEG,RWUP:COT.?-HB!QKFXMNVAY
C?-VGPOM: ,YQJFAS!KNT.LEZXBWIRUDEH
| SBYAURNYJZPC-LK.WG, :XHQIVDFETOM?
?| NOYCBDXFVUI-AJHPM, .Q?K:RLEG!SWTEZ
-| GPTMHWQ:ZVLODENUSXJ!KYR? ,A.BFI-C
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then, using a key
K = KJ?JRFFUAPGLMICCBGGEZ-NVDITCOMBSJCWOCSH, ,QMI-TNRA
and the function S(M, K) as an encrypting transformation, the following cryptogram:
C = S(M, K) = THE-CRYPTOGRAM-HAS-THE-PROPERTIES-OF-A-PLAINTEXT!

is obtained. The reader will verify without difficulty that D(Cy, K) returns M. This
case may be considered as a masquerade cipher, because C is easily readable and
comprehensible.

Using the same message M and the same key K, five other cryptograms can be
obtained as follows:

Cy = S(K, M) = JWDLA. ,MGACEKV .XAGWFY.XGZP:HDZLMF . GF . AGM! JRD,BILU
C3 = D(M, K) = THQEWFQKWL. -RB-RCAMNV: :NJ! !EIWS?T-P,~UZY!0JWKMHNE

Cy

D(K, M) = 0.K!XDGX: JWRFNWHUG ! HME : ULJSEH-L-XWX,WCCTG!QTV!BII
Cs = ﬁ(M, K) = OL!CXFVJB-YE, ATMVQHHQXPUJZIQ.IS:GTHVTI-BAEWEMYCWK

Ce = ﬁ(K, M) = L.VAACYDDSG,NRRQINILL: QAFWVE!G-WVRVVRVOYD-UC,WCL!
While deciphering these cryptograms one must remember that
M =D(Cy,K) = 8(C3, K) = D(K,Cs), = S(K,Cs) = D(K,Cs), (19)
which follows directly from (12)—(17).

If now one knows only the quasigroup @, but does not know the proper key K
and tries to decrypt the cryptogram Cy using the key

K, = YXTT!G?!-QRQ: TTZ-PRD,PPGAIVERBHYQHIQGK! JAVAMHMNIO
then he will obtain
M, = S(CQ,KT) = X:ZDSTTGGXAGFF! .BV-7-DH:-JZGS .MNRJIRTDD.G-V-FBZ:Z

= D(C4, K,) = ALL-DESIGN-CRITERIA-OF-THE-CIPHER-ARE-MADE-PUBLIC

1]
)

Cs, K,) = UTFB.0ATNPYBBSTRKXBPQS: -E-SOLQH?GMPGOUA: SDW?G.TIY

Il
)

M,
M3
M,
Ms

I
ol

( )
(K, Co) = ISJLSK!-QT. : FQGWGKIHKWH-7EK- , : DNMIIMKANR. 7-FYKXNM
(K,,Cs) = 0JLDFR?A:MUSMQJZPAT-DOT, 0-ZT0J-RTZRFARIDLCOVHRHG

)

Mg = S(K,,Cy) = KZRKGZTPS : INVWHDRPEMH! G : , GN-BQILLJOLZSDCSDW-SVUBW

Decrypting correctly C; with the key
K, = KICCYSWTRI?PGKHUKU : RFWHTAFUFAXPRCH, AK-H. TSD. YMBM,
yields
Ms = D(C1, K;) = THE-PRIME-NUMBER-THEOREM-WAS-CONJECTURED-BY-GAUSS
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4. Implementation

We briefly describe the results of an implementation of our system based upon the
use of a quasigroup of order 256. The block scheme of the encrypting procedure,
based on 8-bit byte serial transmission is shown in Fig. 1. The encrypting procedure
is accomplished as follows:

Step 1. Block X generates at random k&, bytes which are transformed by a secret
function F' into the seed for the known at the receiving end random byte generator
RNG. The switch is in position 1 and k, bytes are transmitted to the output C. In
the meantime RNG generates kg random bytes, stored in the memory D.

Step 2. The switch is in position 2. Random byte generator RNG continues to
generate the stream of random bytes, which is passed to the first input of two-input
quasigroup operator S (see Tab. 1), while the delayed output of RNG is supplied
to the second input of this operator. Thus at the output of the block S a stream of
bytes of key K appears, and the second two-input quasigroup operator S produces
the stream of bytes of cryptogram C using the stream of bytes of the plaintext M.
This step is repeated till all the bytes of plaintext are exhausted.

Fig. 1. Block scheme of the encryption procedure.

The decrypting procedure works in a similar manner. According to Fig. 2, this
procedure consists of the following two steps:

Step 1. The switch is in position 1. After receiving k, random bytes, the initial
conditions for RNG" are reconstructed.

Step 2. The switch is in position 2; the quasigroup operator D (see Tab. 2), using
K and C, delivers to the output the stream of the bytes of plaintext M.

Each step of this procedure can be implemented by hardware or by means of ap-
propriate software. Implementing the presented algorithms in Pascal, the encrypting
and decrypting speeds listed in Tab. 4 have been obtained.

It follows that the method presented here, implemented by means of a specialized
microprocessor system, can satisfy almost all persons searching for very fast and secure
cryptograhic devices.
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Fig. 2. Block scheme of the decryption procedure.

Table 4. The speed of executing enciphering and deci-
phering procedures on various PC computers.

IBM PC type encryption decryptionj

Pentium II 333 Mhz 64 MB RAM | 8188.00 kbps | 7792.96 kbps
Pentium 100 MHz 24 MB RAM 1926.08 kbps | 2351.84 kbps
486DX4 100 MHz 16 MB RAM 1094.72 kbps | 866.08 kbps
386 DX 8 MB RAM 377.44 kbps | 367.84 kbps
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