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Many visually meaningful image encryption (VMIE) methods have been proposed in the literature using reference encryp-
tion. However, the most important problems of these methods are low visual quality and blindness. Owing to the low
visual quality, the pre-encrypted image can be analyzed simply from the reference image and, in order to decrypt nonblind
methods, users should use original reference images. In this paper, two novel reference image encryption methods based
on the integer DWT (discrete wavelet transform) using 2% correction are proposed. These methods are blind and have high
visual quality, as well as short execution times. The main aim of the proposed methods is to solve the problem of the
three VMIE methods existing in the literature. The proposed methods mainly consist of the integer DWT, pre-encrypted
image embedding by KLSBs (k least significant bits) and 2¥ correction. In the decryption phase, the integer DWT and pre-
encrypted image extraction with the mod operator are used. Peak signal-to-noise ratio (PSNR) measures the performances
of the proposed methods. Experimental results clearly illustrate that the proposed methods improve the visual quality of
the reference image encryption methods. Overall, 2 correction and kLSBs provide high visual quality and blindness.

Keywords: visually meaningful image encryption, 2¥ correction, discrete wavelet transform, least significant bits embed-
ding.

1. Introduction encryption methods provide confidentiality by changing
the content of the image and they are widely used for

Nowadays, image processing has become one of the information security methods (Tuncer and Avci, 2016).

most important research areas in information security

(Lee, 2014; Liu and Wu, 2011; Chang ef al., 2008). However, today there is no encryption standard
Data hiding, watermarking and cryptography methods for 1mages apd many 1mage encryption me'thods do
have been generally used to provide information security not provide information because the most important
of images (Chen et al., 2014; Peng et al., 2012; evaluation criteria are statistical models. Therefore, many
Prasanth Vaidya and Chandra Mouli, 2018). The main cryptanalysis attacks did not apply these methods. They
purpose of data hiding is to embed the secret message use only statistical evaluation criteria, e.g., the number of
into a cover image that looks innocent and protects pixel F:hange rates.(NPCR) (Prasanth Vaidya and Chandra
it from attackers. Watermarking techniques are used MOUh’ '2017)- It is also very casy to unders.tand that an
for copyright protection and authentication. Image image is encrypted because image encryption methods

often transform images into noise-like or texture-like
*Corresponding author forms (Chen et al., 2004; Ghebleh et al., 2014).



mailto:{turkertuncer,sdogan}@firat.edu.tr
mailto:rtad@agh.edu.pl
mailto:plawiak@pk.edu.pl

amcs

T. Tuncer et al.

VMIE methods are proposed to increase confidentiality.
These methods convert the image into a meaningful
form. Noise-like, texture-like and visually meaningful
encrypted images are shown in Fig. [l (Dhall ef al., 2018;
Bao and Zhou, 2015; Kanso and Ghebleh, 2017; Yang
etal.,2018).

VMIE methods consist of two encryption phases,
these are pre-encryption and reference image encryption.
Pre-encryption methods generally produce noise-like
encrypted images. In reference image encryption, a
pre-encrypted image is embedded into wavelet sub-bands
of the reference image. The wavelet transform has
been widely used to transform images and there are
integer versions of the wavelets. Therefore, lossless
encryption methods have been proposed using integer
wavelet transformations, which also provides robustness
(Bao and Zhou, 2015; Kanso and Ghebleh, 2017; Yang
et al., 2018). Hence, the wavelet transformation is used
for reference image encryption. Any robust and integer
transformation can be used in reference image encryption.
In this phase, wavelet sub-bands such as Low-High (LH),
High-Low (HL) and High-High (HH) are used to achieve
high visual quality (Liu and Wu, 2011; Avci et al., 2016).

Three important VMIE methods were proposed in
the literature. These are the Bao and Zhou (BZ) (Bao
and Zhou, 2015), Yang et al. (Yang et al., 2018) as well
as Kanso and Ghebleh (KG) (Kanso and Ghebleh, 2017)
methods. The main problems involved in these methods
are as follows:

e The BZ method (Bao and Zhou, 2015) is the
first VMIE method. The pre-encrypted image is
embedded into HL. and HH sub-bands but any of the
data hiding methods is not used. Thus, the visual
quality of this method is low.

e In order to improve visual quality of the BZ method,
Yang et al. (2018) proposed a VMIE method. The
pre-encrypted image is embedded into LH, HL and
HH sub-bands. However, the original reference
image is required to decrypt the encrypted reference
image. Thus, this method has non-blind reference
image decryption.

e The KG method (Kanso and Ghebleh, 2017) is
a reference image encryption method using data
hiding. However, an optimum visual quality value
is not obtained in this method because the authors
embedded 3, 3 and 2 bits into LH, HL and HH
sub-bands respectively. 2" correction was not used
in their method.

Motivations of this paper are the following. The
problems of VMIE are given as above. As we know
from the literature, VMIE methods generally use either
2 or 3 wavelet sub-bands. To use optimal bands
with optimum and simple methods, two novel reference
image encryption methods are presented. The main
characteristics and contributions of the proposed methods

are listed below:

e 2F correction methods are used for increasing the
visual quality in the proposed methods.

e Optimal DWT sub-bands are selected to increase
imperceptibility.

e Two novel reference image encryption methods are
presented to solve the visual quality problem of the
previously presented VMIE methods.

e The presented methods have short execution times.
This situation demonstrate that these methods can be
easily used in real world applications.

e To the best of our knowledge, this is the first
article about reference image encryption using the 2*
correction method up to now.

The abbreviations used in this article are as follows:

2D DWT: two-dimensional discrete wavelet transform,
PE: pre-encryption function,

E: encryption function,

RE: reference image encryption,
I: image,

LL: low-low sub-band,

LH: low-high sub-band,

HL: high-low sub-band,

HH: high-high sub-band.

The structure of rest of this article is as follows. In
Section 2, we characterize three state-of-the-art reference
image encryption methods of VMIE. The 2* correction
method is explained in Section 3. The proposed reference
image encryption methods are presented in Section 4.

Results and discussions are given in Section 5 and, finally,
conclusions are given in Section 6.

2. Related works

In this section, popular and previously presented VMIE
methods in the literature are reviewed. VMIE methods
generally consist of pre-encryption and reference image
encryption. The general graphical outline of VMIE
methods is shown in Fig. 2l

The general mathematical description of the VMIE
is given by

P =PE(I, K,). (1)
E =RE(R, P, K>), )
P =RD(E, K>), 3)
I =PD(P, K,), 4)

where [ is original image, P is the pre-encrypted image,
E is the final encrypted image, K; is the key of the
pre-encryption method, K is the key of reference image
encryption and Ky is used for integer wavelet filter
selection, PE(-) is the pre-encryption function, RE(-) is
the reference image encryption function, PD(-) is the
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Fig. 1. Different cipher images: a texture-like encrypted image (a), a noise-like encrypted image (b), a visually meaningful encrypted

image (c).

pre-decrypted function and RD(+) represents the reference
the image decryption function.

These equations define pre-encryption, reference
image encryption, reference image decryption and
pre-image decryption, respectively. These methods use
two keys. The first key is used for encryption and
decryption of the pre-image and the second key is utilized
for reference image encryption and decryption.

The mathematical description of the non-blind
reference image decryption is

P =RD(E, R, K>). (5)

Reference image encryption methods are similar to
data hiding methods. Therefore, visual quality is used
for evaluating these methods because imperceptibility is
very important for reference image encryption methods
(Ghebleh et al., 2014; Dhall et al., 2018; Bao and Zhou,
2015; Kanso and Ghebleh, 2017; Avci et al., 2016).

2.1. Bao and Zhou method. This method is the first
known VMIE method (Bao and Zhou, 2015). It consists
mainly of pre-encryption and reference image encryption
sections. In this method, it is clearly shown that the
pre-encryption method can use one of the secure image
encryption methods in the literature. The originality of
the method is reference image encryption. The reference
image encryption method of the BZ technique is given as
Algorithm[]

Reference image decryption of the BZ method is
mathematically described by

[LL,LH, HL, HH] = DWT2(R, K>), (6)

P =HL x 10 + HH, 7

where DWT2(-) is the integer 2D DWT (Faragallah,
2013). Equations (@) and (7)) show that the BZ method has
a blind decryption scheme. K3 represents the key of the
wavelet filter. There are 37 integer wavelet filters. One
of them is selected using this key, because the original

Algorithm 1. Reference image encryption of the BZ
method.

Input: Pre-encrypted image P with size W x H,
reference image R with size 2W x 2H and reference
image encryption key K.

Output: Final cipher image E with size 2W x 2H.

1: Apply the integer 2D DWT to the reference image (R)
and obtain LL, LH, HL and HH sub-bands using Ks.

2:fori=1to W do

3: forj=1to Hdo

4: HL; ; = [P; ;/10]

5: HH; ; = P; j(mod 10)
6:  endfor

7: endfor

8: Apply the inverse integer 2D DWT and obtain the final
cipher image E.

reference image is not required by the original reference
image decryption method.

2.2. Kanso and Ghebleh method. A reference image
encryption method based on kLSBs was proposed by
Kanso and Ghebleh (2017). The KG method consists of
integer 2D DWT, bit division of the pre-encrypted image,
pre-encrypted image embedding into wavelet sub-bands
of the reference images using 2LSBs and 3LSBs. The
pseudo-code of reference image encryption of the KG
method is listed in Algorithm[2l

There are two steps of the reference image
decryption of the KG method:

Step 1: Apply (@) to final encrypted image and obtain
LL, LH, HL and HH sub-bands of the final encrypted
image.
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Fig. 2. General block diagram of VMIE.

Step 2: Use

P = (LH(mod 8)) x 2° + (HL(mod 8)) x 2* g
+ HH(mod 4). ®)

to extract pre-encrypted image to final encrypted
image.

The KG method has a blind reference image
decryption function.

2.3. Yang ef al. method. Another VMIE method was
proposed by Yang et al. (2018). Its main purpose is to
eliminate the texture feature in visually meaningful cipher
images. Reference image encryption of this method
consists of the integer 2D DWT, digit separation of pixel
values of the pre-encrypted image and digits embedding
into LH, HL and HH sub-bands of the reference image.
However, the data hiding method used in this technique
is not blind because reference image decryption of the
Yang et al. method uses the original reference image. The
reference image encryption algorithm of the Yang et al.
method is listed below.

The reference image decryption of the Yang et al.
method is given by

[LL®, LH® HL® HH®] = DWT2(R, K5), (9)

[LLE LHP HLP HH”] = DWT2(E, K,),  (10)

Algorithm 2. Reference image encryption of the KG
method.

Input: Pre-encrypted image P with size W x H,
reference image R with size 2IWW x 2H and reference
image encryption key K.

Output: Final cipher image E with size 2W x 2H.

1: Apply the integer 2D DWT to R and obtain LL, LH,
HL and HH sub-bands of R using Ko.

2:fori=1to W do

3: forj=1toHdo
P; j—32x(P; ;(mod 8 HL; ;
5: HLM:{ X (Puy >>}+[8}x8
6: HH; ; = P, ;(mod 4) + [%} w4
7:  endfor
8: endfor

9: Apply the inverse integer 2D DWT and obtain the final
cipher image E.

P = (LH? — LH?) x 10?
+ (HL¥ — HL?) x 10*
+ (HH® — HH?) x 10°,

where LLE, LHE, HLZ, HHE are integer wavelet
sub-bands of the reference image and LL¥, LH®, HL?,

an
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Algorithm 3. Reference image encryption of the KG
method.

Input: Pre-encrypted image P with size W x H,
reference image R with size of 2W x 2H and reference
image encryption key Ko.

Output: The final cipher image E with size 2W x 2H.

1: Apply the integer 2D DWT to R and obtain LL, LH,
HL and HH sub-bands of R using K.

2: fori=1to W do
3: forj=1to Hdo

4: LHi’j = |:1136’6:| + LHi’j

5: HLi,j = [%8100))} + HLi,j
6: HHi,j = Pi,j (IIlOd ].0) + HHi,j
7:  endfor

8: endfor

9: Apply the inverse integer 2D DWT and obtain the final
cipher image E.

HHP are integer wavelet sub-bands of the final encrypted
image. This method is superior to the BZ method in terms
of the visual quality but decryption of this method is not
blind.

3. 2k Correction

The 2* correction method is one of the methods used to
increase the visual quality in data hiding. This method
increases the visual quality of kLSBs (k least significant
bits) data hiding methods. The mathematical description
of the 2* correction is the following (Sun, 2016):

SP = [%] x 2% 4+ SD, (12)

SP — 2% if SP — OP > 2¥~1and

SP — 2% > LB,
NSP={ SP+2F ifSP—OP <2 1and (13)
SP + 2% < UB,
SP otherwise,

where SP is the stego pixel value, OP is the original pixel
value, NSP is the new stego pixel and SD means secret
data, LB is a lower bound and UB is an upper bound.
Equation (I2)) defines and Eqn. (I3) defines the KLSBs 2¥
correction. The advantage of 2* correction is given in the
following example.

Example 1. Assume that a pixel value is 201 and secret
data is 5. If these secret data are embedded into this
pixel value using 3LSBs, the stego pixel is calculated as

[201/23] x 23 + 6 = 206. If the 2* correction method is
applied to the stego pixel, the new stego pixel is calculated
as 206 — 8 = 198. The difference between the original
pixel and the stego pixel is |201 — 206] = 5 and the
difference between the original pixel and new stego pixel
is |201—198| = 3. This example shows that the difference
between the new stego pixel and the original pixel is
smaller than the difference between the stego pixel and
the original pixel and that higher imperceptibility can be
achieved using the 2k correction method. ¢

4. Proposed blind reference encryption
methods

The reference image encryption methods are divided into
two sub-groups according to the wavelet sub-bands used.
In the first group, HL and HH sub-bands are used for
pre-encrypted image embedding and LH, HL and HH
sub-bands are used in the second group. Thus, two
novel reference image encryption methods are proposed
for VMIE in this paper. The main objective of these
methods is to achieve blind reference image encryption
with high visual quality. The proposed methods are called
as Scheme 1 and Scheme 2. Scheme 1 consists of bit
separation of the pre-encrypted image, the integer 2D
DWT, embedding pre-encrypted image bits into HL and
HH sub-bands by 4L.SBs and 2* corrections. Scheme 1
is similar to the BZ method. Scheme 1 achieved optimum
visual quality using 4LSBs and 2* corrections together for
HL and HH sub-bands. Scheme 2 is similar to Scheme 1
but it divides the pre-encrypted image pixels into 2, 3
and 3 bits and these bits are embedded into LH, HL, HH
sub-bands, respectively. Finally, 22, 23 and 22 corrections
are applied to stego LH, HL and HH sub-bands. The main
purpose of Scheme 2 is to achieve better visual quality
than for the Yang er al. and KG methods because these
methods used LH, HL and HH sub-bands, too. Schemes 1
and 2 are described in Sections[d.T]and B.2] respectively.

4.1. Scheme 1. The main objective of this method is
to achieve a more successful reference image encryption
method by modifying the BZ reference image encryption
method. Scheme 1 consists of MSB and LSB separation,
integer the 2D DWT, pre-encrypted image embedding by
4L.SBs and 2* corrections. Block diagram of Scheme 1 is
shown in Fig.

The pseudo code of Scheme 1 is shown as
Algorithm[4]

Steps of the decryption of Scheme 1 are as follows:

Step 1: Apply the integer 2D DWT to the final encrypted
image using K 2 and obtain LL, LH, HL and HH.

Step 2: Use

P =16 x (HL(mod 16)) + HH(mod 16)  (14)

aamcs
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Fig. 3. Block diagram of reference image encryption of Scheme 1.

and obtain the pre-encrypted image.

4.2. Scheme 2. The main objective of this method
is to propose a more successful and blind method by
modifying reference image encryption of the Yang et al.
and KG methods and it is also aimed to achieve superior
visual quality to the previously presented method using
the 2% correction method. Scheme 2 consists of the integer
2D DWT, pre-encrypted image embedding into reference
image using 2LSBs, 3LSBs and 22, 22 corrections. The
graphical representation of Scheme 2 is shown in Fig. 4

The pseudo code of Scheme 2 is shown as
Algorithm 5.

Steps of the decryption of Scheme 1 are as follows:

Step 1: Apply the integer 2D DWT to the final encrypted
image using K5 and obtain LL, LH, HL. and HH

using (G).
Step 2: Decrypt the final encrypted image using

P =64 x (LH(mod 4)) + 8 x (LH(mod 8)) s
+ HH(mod 8). (13)

5. Experimental results and a discussion

Visual quality and execution time are used to test the
performance of the methods. To obtain the results,
randomly generated data are used as the pre-encrypted
image and these are embedded into the test reference
images because most pre-encryption methods transform
the original image into a noise-like form. The reference
image data set used is given in Fig.

Algorithm 4. Reference image encryption of Scheme 1.
Input: Pre-encrypted image P with size of W x H,
reference image R with size of 2WW x 2H and reference
image encryption key Ks.

Output: The final cipher image E with size of 2W x 2H.

1: Apply the integer 2D DWT to R and obtain LL, LH,
HL and HH sub-bands using K.

2:fori=1to W do
3: forj=1to Hdo

HL, P
4: HLi,j:16>< |: 161:|+|:161:|
5: HH; ; = 16 x {H}llé‘j} + P, ;(mod 16)
6: Apply 2* correction to HL; ; and HH, ;
7:  endfor
8: endfor

9: Apply the inverse integer 2D DWT and obtain the final
cipher image E.

In this paper, we proposed two reference image
encryption methods. Therefore, we are not interested in
the pre-encryption method. 256 x 256 random generated
images are utilized as pre-encrypted images and these are
embedded into the reference images, which are shown in
Fig.l5l These tests were implemented 100 times.

5.1. Visual quality. In order to evaluate
imperceptibility, peak signal-to-noise ratio (PSNR)
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Fig. 4. Block diagram of reference image encryption of Scheme 2.

Fig. 5. Gray-level reference images with size 512 x 512: Parrot (a), Baboon (b), Peppers (c), Cameraman (d), Tiffany (e), Crowd (f),
Sailboat (g), Airplane (h), Splash (i), F16 (j), Lena (k), Couple (1).

is generally used in the literature (Tanchenko, 2014),

2552 x 2W x 2H
2W 2H .
Dim 2oyt (B — Eij)?

Scheme 1 and the BZ method used HL and HH
sub-bands to embed the pre-encrypted image. Therefore,
these methods are compared with each other and the
PSNR values of these methods are listed in Table[1l

Table [1 shows results of Scheme 1 and the BZ
method. As can be seen from these results, the proposed
method achieved an approximately 7 dB higher PSNR
value. These results clearly proved the success of the 2%

PSNR = 10log,, (16)

correction.

Table 2| lists the PSNR values of the Yang et al., KG
and Scheme 2 methods. Because these methods use LH,
HL and HH sub-bands to embed pre-encrypted images
into reference images.

As shown in Table 2] the proposed Scheme 2 is
compared to 2 state-of-the-art methods. Our approaches
achieved approximately a 6 and 4 dB higher PSNR value
than the KG (Chen er al., 2004) and the Yang et al
method, respectively. These results prove the success of
optimal sub-band selection and 2* correction on reference
image encryption.

o
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Table 1. PSNR (dB) results of the BZ method and Scheme 1.

Image PSNR (dB)
BZ method (Ghebleh et al., 2014)  Scheme 1
Parrot 30.3145 38.5508
Baboon 28.5814 37.8322
Peppers 29.8935 37.8592
Cameraman 29.2734 35.4617
Tiffany 29.9257 36.9822
Crowd 29.3165 35.4969
Sailboat 29.2943 35.2667
Airplane 29.7337 36.0793
Splash 30.0449 37.6353
F16 29.2516 38.0756
Lena 29.3941 36.0062
Couple 29.6134 36.7030

Table 2. PSNR (dB) results of the Yang et al. and KG methods as well as Scheme 2.

Image PSNR (dB)
Yang et al. method (Bao and Zhou, 2015) KG VMIE method (Dhall et al., 2018)  Scheme 2

Parrot 38.4841 38.8135 44.0116
Baboon 38.4736 39.9647 43.6071
Peppers 38.4869 39.5991 43.8880
Cameraman 38.4939 39.9455 43.9193
Tiffany 38.4861 39.9822 43.8648
Crowd 38.4593 39.5813 43.7464
Sailboat 38.4586 39.5035 43.7541
Airplane 38.4864 39.2711 43.8721
Splash 38.4968 39.1327 43.9544
F16 38.4707 39.7670 43.7538
Lena 38.4731 39.4227 43.8027
Couple 38.4620 39.6615 43.7549

The PSNR values produced by all the methods are
shown in Fig.

The structural similarity (SSIM) is one of the widely
used performance evaluation metrics. It is defined as

_ (2RE +¢1)(20RrE + ¢2)
(R?2+ E2 4+ cl)(cr122 + 0% 4 c2)

SSIM(R, E) = (17)

where R, F, o, o are the mean value of the reference
image, the mean value of the encrypted image, the
standard deviation of the reference image and the standard
deviation of the original image respectively; c¢; and ¢y are
constants. SSIM(-, -) is the structural similarity function.
The SSIM values of Schemes 1 and 2 are listed in Table Bl

As shown in Table the average SSIM value
of Schemes 1 and 2 are approximately 0.85 and 0.70,
respectively. To calculate these values, the proposed
methods were executed 100 times.

Visual quality experiments clearly showed that the
best method using two wavelet bands is Scheme 1 and
the best method using three wavelet bands is Scheme 2.

Scheme 2 is similar to the KG method but Scheme 2
has better visual quality than the KG method. There are
two main reasons to achieve better visual quality than the

Table 3. SSIM values of Schemes 1 and 2.

Image SSIM
Scheme 2  Scheme 1

Parrot 0.8755 0.7319
Baboon 0.8621 0.7091
Peppers 0.8519 0.7092
Cameraman 0.8596 0.6789
Tiffany 0.8525 0.6877
Crowd 0.8496 0.6788
Sailboat 0.8563 0.6785
Airplane 0.8567 0.6881
Splash 0.8701 0.7116
Fl16 0.8554 0.7303
Lena 0.8601 0.6889
Couple 0.8517 0.6902
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Fig. 6. PSNR (dB) chart of the reference image encryption methods: PSNR (dB) results of the BZ method and Scheme 1 (a), PSNR
(dB) results of the Yang ef al. and KG methods as well as Scheme 2 (b).

Algorithm 5. Reference image encryption of Scheme 2.
Input: Pre-encrypted image P with size of W x H,
reference image R with size of 2W x 2H and reference
image encryption key Ko.

Output: The final cipher image E with size of 2W x 2H.

1: Apply the integer 2D DWT and obtain LL, LH, HL and
HH sub-bands of R using K.

2:for:=1to W do
3: forj=1to Hdo

4: LH;; = {%} + [L}Z‘j} x 4

5. HL;, = |:Pi‘j—64><(§i,j(m0d s))} i [HLBU} % 8
6 HHy; = Pyj(mod8) + 1] x g

7: Apply 22 correction on the LH; ; and 23 correction
on the HLl',j, HHi,j

8: endfor

9: endfor

10: Apply the inverse integer 2D DWT and obtain the
final cipher image E.

KG method. These are using the 2* correction method
and selection of optimum sub-bands to pre-encrypted
image embedding. Scheme 2 embeds 2, 3 and 3
bits of pre-encrypted data into the LH, HL and HH
sub-bands, respectively, whereas the KG method embeds
3, 3 and 2 bits data into the LH, HL and HH sub-bands
respectively. Also, Chai et al. (2017) proposed a discrete
cosine transform based VMIE method and their best
PSNR value was calculated as approximately 36 dB.
These results clearly demonstrated that the presented 2*
correction based methods are the best reference image
encryption methods among these methods in view of the
imperceptibility.

5.2. Execution time. One of the important parameters
used to evaluate the image encryption methods is
execution time. The performance characteristics of the
laptop used in simulations are listed in Table[dl

Execution times of reference image encryption with
512 x 512 size of images are shown in Table Each
method was run 30 times for each test images to calculate
execution times and the average execution times are
shown in Table[3l

The results in Table [5] show that Schemes 1 and 2
have shorter execution times. Also, the computational
complexity of the proposed 2" correction based methods
are calculated as O(n?). The space complexities of these
methods have been calculated in Algorithms[6land[7l

The results clearly demonstrate that the proposed
methods have low computational complexities. Therefore,
the proposed reference encryption methods are fast and
they can be used in the real-world applications to create
VMIE.

Table 4. Performance of the laptop.

| Systems Features |
Operating system Windows 10.1
Programming tool MATLAB 2016a

CPU
CPU frequency

The core/threads
RAM
Buffer
HDD

Intel Core i5-4300U
1.90 GHz and 2.50 GHz
with Turbo boost
2 core 4 threads
4GB
3M
128 GB SSD

Table 5. Execution time comparison of the proposed methods
(time unit: millisecond).

| Method  Encryption time Decryption time |
Scheme 1 250.613 64.130
Scheme 2 239.185 63.907
Difference 11.428 0.223
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Algorithm 6. Space complexity of Scheme 1.

Computational complexity of the encryption method.

1: Apply the integer 2D DWT to R and obtain LL, LH, HL. and HH sub-bands using K.

2: fori=1to W do
3: forj=1to Hdo

4: HLi,j =16 x |:HLi‘j:| + |:Pi‘j:|

16 16
S HLy; =16 x [Me] + Py j(mod 16)
6: Apply 2* correction to HL; ; and HH; ;
7:  endfor
8: endfor

9: Apply the inverse integer 2D DWT and obtain the final cipher image F.

T(W,H) = O(6W H)

Computational complexity of the decryption method.

: Apply the integer 2D DWT to cipher image and obtain LL, LH, HL. and HH sub-bands using K.

1

2: for: = 1 tolW do

3 for j =1to H do
4: Use Eqn. (14)
5 endfor

6: endfor

T(W,H) = O2WH)

1: OWH)

4: O(WH)
5: O(WH)
6: O(2W H)

5.3. Robustness. Robustness is one of the widely
used performance evaluation parameters for data hiding
and reference image encryption. To test robustness, data
loss, Gaussian and salt and peppers attacks, a cameraman
image is used for tests and the results are given in Fig.[1

The attacks are applied to output images. We tested
robustness using the bit error rate

PvJ@P,]
BER = ZZ vt (18)
=1 j=1

where P is the original pre-encrypted image, P’ is
attacked pre-encrypted image, W is the watermark width
of H is the height of the pre-encrypted image. The
average BERs of Scheme 1 for salt and pepper, Gaussian
and data loss attacks were calculated as 0.25, 0.44 and
0.03, respectively. BER rates of Scheme 2 were calculated
as 0.23, 0.39 and 0.01 for salt and pepper, Gaussian and
data loss attack, respectively. Scheme 2 uses a more
robust wavelet sub-band which is LH. Hence, it is more
robust than Scheme 1. These methods have satisfactory
robustness because they used kLSBs with 2 correction.
As we know, these methods are fragile. However, our
methods provided robustness by using wavelets.

The advantages of the proposed methods are given
below:

e In this article, two novel methods are presented.
These are called Schemes 1 and 2. These methods
have high visual quality. Hence, more powerful
encryption methods than other state-of-the-art VMIE
approaches are presented.

e One of the problems of the reference image
encryption method is blindness. Here, two blind
reference image encryption methods are presented
and the blindness problem is solved using kLLSBs and
2% correction.

e These methods are cognitive because the sub-bands
are not selected randomly. We used HH and HL in
Scheme 1. HH, HL and LH are used in Scheme 2.
These sub-bands have been used to gain robustness
and high visual quality. Hence, successful results
were obtained.

e The effects of the 2* correction are shown in VMIE.

e The proposed methods have low computational
complexity.

e Reference image encryption and its performance
evaluation criteria are clearly defined.

The disadvantage of the proposed methods is a
bit higher computational complexity. These methods
use 2* correction because it increases computational
complexities of the methods. However, the 2k correction
solve the problems of low visual quality and blindness of
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Algorithm 7. Space complexity of Scheme 2.

Computational complexity of the encryption method.

1: Apply the integer 2D DWT to R and obtain LL, LH, HL. and HH sub-bands of R using K.

2: fori=1to W do
3: forj=1to Hdo

4: LH;; = {PGT} + [L}Z‘j} x 4

5 HLi,j _ |:Pi,j*64><(183i,j(m0d 8)):| + |:H148i,j:| <8

6:  HHi, = Pij(mod 8) + M3 ] x 8

6
7: Apply 22 correction on the LH; ; and 23 correction on the HL,; ;, HH; ; 7:
8

8: endfor
9: endfor

10: Apply the inverse integer 2D DWT and obtain the final cipher image E.

T(W,H) = O(8W H)

Computational complexity of the decryption method.

:fori=1to W do
for j = 1to H do

Use Eqn. (I3)
endfor

: endfor
TW,H)=0OQ2WH)

: Apply the integer 2D DWT to cipher and obtain LL, LH, HL. and HH sub-bands of R using K.

1: O(WH)

3
4: O(WH)

the reference image encryption method.

6. Conclusions

The most important feature that distinguishes VMIE
methods from other image encryption techniques is
that reference image encryption methods are used for
data hiding to create VMIE. However, the reference
image encryption approaches previously proposed in the
literature have two basic problems. These are low
visual quality and non-blind reference image encryption
problems. Also, the methods in the literature used either
HL, HH, LH or HL, HH bands for reference image
encryption. In order to solve these problems, two novel
2% correction based reference image encryption methods
are presented in this paper. These methods use the
integer 2D DWT and kLLSBs data embedding methods to
provide blindness and the 2* correction method to provide
high imperceptibility. In order to evaluate performance
of the methods, visual quality and execution times are
used. Experimental results and comparisons clearly
demonstrated that the presented methods have short
execution times with superior visual quality to others.
Briefly, the 2 correction effect for reference image
encryption is demonstrated using the proposed methods.

Reference image encryption is a new and
multidisciplinary research area because it uses image
encryption and data hiding together. In this article, two
reference image encryption methods are presented to
solve problems usually treated by the state-of-the-art
methods.  The proposed methods can be used by
other image encryption (pre-encryption) methods. A
novel secure message transmission application can be
developed using the proposed methods. These methods
can also be used with quantum encryption methods to
propose quantum VMIE approaches in future works. The
proposed methods can also be utilized as data hiding
methods.
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