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Blockchain-based cyber-physical systems (CPSs) and the blockchain Internet of things (BIoT) are two major focuses of
the modern technological revolution. Currently we have security attacks like distributed denial-of-service (DDoS), address
resolution protocol (ARP) spoofing attacks, various phishing and configuration threats, network congestion, etc. on the
existing CPS and IoT architectures. This study conducts a complete survey on the flaws of the present centralized IoT
system’s peer-to-peer (P2P) communication and the CPS architecture’s machine-to-machine (M2M) communication. Both
these architectures could use the inherent consensus algorithms and cryptographic advantages of blockchain technology.
To show how blockchain technology can resolve the flaws of the existing CPS and IoT architectures while maintaining
confidentiality, integrity, and availability (the CIA triad), we conduct a holistic survey here on this topic and discuss the
research focus in the domain of the BIoT. Then we analyse the similarities and dissimilarities of blockchain technology in
IoT and CPS architectures. Finally, it is well understood that one should explore whether blockchain technology will give
advantages to CPS and IoT applications through a decision support system (DSS) with a relevant mathematical model, so
here we provide the DSS with such a model for this purpose.
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1. Introduction used in CPSs and the IoT without any intermediary and
no central hub doing so, despite each node confirming the
transaction. This distributed architecture also enhances
the robustness of the all-inclusive blockchain network
system. But this distributed system does not hamper
the operation of the all-inclusive network system caused
by the fault of some nodes. The self-healing toughness
with anti-attack and data confidentiality features make
this technology good for CPS (Banerjee et al., 2018;
Monostori et al., 2016; Bhattacharjya et al., 2019a;
2019b; 2019c; 2019d) and IoT architectures (Lee et al.,
2015; IOTA, 2017a; Bhattacharjya et al., 2019b; 2019c;
2019d; 2019e).

The creator of the initial blockchain network in 2008 was
Satoshi Nakamoto (Nakamoto, 2008). The architectural
and development improvement of the blockchain was
conducted in this work; for example, the clients’ sign was
not required nor was the users’ sign. Another prominent
contribution was network system design and configuration
for the bitcoin cryptocurrency (Nakamoto, 2008) and the
bitcoin network was up to 100 GB in January 2017.
The traditional cloud (Xu, 2012) is less secure, while
blockchain (Aste et al., 2017; Bailis et al., 2017) has much
more security and it is an irrevocable tamper-proof digital
ledger. Moreover, practical alterations of the records are

impossible, resulting in more accurate entries. Blockchain
(Baliga, 2017; Bano et al., 2017; Banerjee et al., 2018) is
a decentralized data structure. It does not required any
central data hub. Another advantage is that no third party
will be able to access it. P2P transactions (Li et al., 2018)
are a very unique benefit of blockchain technology to be

In fact this blockchain technology is like a bundled
technology with its inherent consensus algorithms,
end-to-end (E2E) secure protocols and distributed data
storage (Chowdhury et al., 2019). These properties
are perfectly needed for CPS and IoT architectures.
For example, suppose these architectures’ information
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validation processes are distributed across the network
of peers using blockchain technology; in that case, we
can eliminate all the disadvantages of the centralized
architecture of the present M2M communication in CPS
and IoT architectures. So blockchain technology has
certain advantages for using it in the present CPS and
IoT architectures. Here we discuss in detail how this
blockchain technology can be useful for the present CPS
and IoT architectures.

We have a detailed discussion on the disadvantages
of the present centralized system in CPS and IoT
architectures in this paper. These centralized cloud based
CPSs and IoT systems can perform better in terms of
security, trustworthiness, P2P networking and efficiency
especially. A single-point failure is a big problem for
cloud based centralized CPS and IoT systems; with
integration of blockchain technology in existing CPSs and
IoT systems, we will never have single-point failures.

This paper is a holistic study on how, by using
blockchain technology in CPS and IoT architectures,
we can resolve the disadvantages of centralized systems
(Sethi and Sethi, 1990) with maintaining the CIA triad of
data communication in all peers.

Section 2 describes the benefits of using blockchain
technology in CPS architectures. Section 3 describes
how blockchain technology can be used in the present
CPS architectures. Section 4 describes the problems of
the present centralized IoT systems. Section 5 describes
blockchain technology’s advantages over the present
IoT systems. Section 6 describes the future research
on blockchain technology’s use in the IoT. Section 7
describes the similarities and dissimilarities regarding
blockchain technology in the IoT and CPSs. Section 8
describes blockchain technology’s suitability in specific
architectures. Section 9 describes a mathematical model
based DSS for getting the decision if the use of blockchain
technology in the real-time implementations is going to
benefit us or not. Section 10 describes the major problems
that still exist with blockchain technology in CPSs and IoT
systems. Finally, Section 11 is conclude the paper.

2. Benefits of using blockchain technology
in CPS architectures

We have a detailed review of security attacks like DDoS,
ARP spoofing attacks, various phishing and configuration
threats, network congestion, etc. on the present CPS
architectures (Zissis and Lekkas, 2012). These attacks
harm the CIA triad of data and have very harmful impacts
on the functioning of any of these systems. Currently,
these CPS architectures are managing these threats with
a centralized, client-server-based architecture with all the
control and power with the centralized system, so a
well understood matter is that if the centralized system
collapses, all the privileges will be zero. So, we need a

new kind of secure communication.

We have found that a Petri net-based model for the
CPS (Wisniewski et al., 2019) has some limitations like
verification and optimization, etc. However, at the same
time, it has unique features (Wisniewski et al., 2020)
like reduced faults with the use of this model along with
easiness and a proper correction model.

In this paper, one of the highlighted areas is how
this blockchain technology (Underwood, 2016) can be
used in CPSs for maintaining the CIA triad of data
communication. In this research paper, we focus more
and more on how the CIA triad can be maintained
in the data communication of CPSs. So, for M2M
communication in CPSs, the security protocols are not
able to resolve the inter-communications among different
heterogeneous devices in CPSs. So, security issues of
M2M communication are big problems that blockchain
technology can resolve.

In the work of Li et al. (2018) a five-level
architecture called 5C-CPS was anticipated for evolving
CPSs specifically for the manufacturing industries.

There are many researchers who have shown us that
blockchain technology’s unique features can be much
more beneficial for CPS and IoT applications. Here we
discuss them one after another.

Swan (2015) demonstrated three utmost fit
distributed ledgers for real-time applications of the IoT
and CPSs. These are hyperledger fabric (Hyperledger,
2017), IOTA (IOTA, 2017b) and Ethereum (Trén and
Lange, 2015; PustiSek and Kos, 2018). In that research
the profound features of using blockchain technology in
the IoT (termed the BIoT) and CPSs were described and
can be highlighted as follows: immutable (hash functions)
(Sigrid and Samman, 2016), decentralized operation, no
intermediaries (consisting of self-executable algorithms
like Smart Contract (Palma et al., 2019)), transparency,
anonymity (in this technique public and private keys can
be used for interaction without any private information),
distributed operation and, last but not least, authenticity.

A very well-known fact is that the most important
part of all blockchain systems (Marc, 2016; Michael et al.,
2016) are their underlying consensus algorithms (Sigrid
and Samman, 2016; Cachin and Vukolic, 2017; Sankar
et al., 2017; Wang et al., 2019). The algorithm decides
on the whole architecture or system efficiency, scalability
and security mainly. So, in the past, to highlight the limits
of these different blockchain systems, numerous existing
along with several novel consensus algorithms have been
introduced (Baliga, 2017; Bano et al., 2017; Cachin and
Vukolic, 2017). We actually need to conduct a deep
study on several aspects of these blockchain consensus
protocols. Now a major problem is that the present
analyses of consensus algorithms are not wide-ranging.
Those studies are not encompassing all the properties
of the algorithms and did not analyze numerous major
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Fig. 1. Blockchain technology’s usability in real-time applica-
tions.

blockchain consensus algorithms as per their scopes.

We have three kinds of blockchain consensus
strategies (Baliga, 2017; Bano er al., 2017; Cachin and
Vukolic, 2017): decentralized/permissionless (Bitcoin,
Ethereum) (Trén and Lange, 2015; PustiSek and
Kos, 2018), somewhat decentralized (Ripple, Stellar),
and consortium/permissioned (byzantine fault tolerance
(BFT) consensus) (Sigrid and Samman, 2016; Sankar et
al., 2017; Wang et al., 2019). We also have consortium
consensus which is still in the developing stage by
Juno/Kadena, Iroha, Hyperledger Fabric (includes PBFT
protocol), Axoni, Tendermint, JPMC Quorum, Chain and
others. Also HoneyBadgerBFT and many existing BFT
libraries employ blockchain—the works at the University
of Lisbon and John Hopkins University (Prime, 2017) as
well as BFT-SMaRT are still evolving.

Blockchain technology has certain advantages to be
used in financial technology and it has the ability and
momentous prospective to sustainably upkeep not only
the Industry 4.0 initiative (evaluation from Industry 1.0,
2.0, 3.0) (Lee et al., 2014; 2015; Yang, 2017; Vora et
al., 2018), but it is able to resolve the issues for the
Industry 4.0 initiative. The use of blockchain technology
in real-time applications is widespread now; a simplified
summary of where blockchain is in use is shown in Fig. 1.

Past works (Cachin and Vukolic, 2017; Bano et al.,
2017) were novel in this focus area. Cachin and Vukolic
(2017) showed high some specialty of distributed systems
along with the consensus part, and their main highlights
were also on the consensus algorithm of blockchain
systems, but as a matter of fact these were not in public
domain. But Bano et al. (2017) highlighted different
aspects and focused on consensus algorithms of public
and private blockchain systems.

Another novel work was done by Wang et al. (2019),
who provided a comprehensive and in depth review of
diversified aspects of consensus, mining, and blockchain.

Xiao (2016) suggested a four-layer architecture
consisting of consensus, mining, propagation, and
semantic layers. But it is evident that the four-layer
architecture does not have suitable grouping of
functionalities, which is needed (consensus and
mining should be in one layer only as mining can
be well-thought-out as an inherent part for accomplishing
consensus). So, a solution to these problems can be a
four-layer architecture with the following components:

(1) network layer,
(i1) consensus layer,
(iii) application layer,
(iv) meta-application layer.

Here the meta-application layer will offer an overlay
above the application layer for exploring the semantic
representation of a blockchain architecture for different
works in different application areas. = An example
can be bitcoin, which can have many more real-time
implementation domains, such as the decentralized
naming system (DNS) (Namecoin, 2018; Fromknecht e?
al., 2014). The decentralized public key infrastructure
(PKI) certcoin (Fromknecht et al., 2014) can be another
example.

If we see the layers of blockchain architectures,
we can find that these layers have several functionalities
like collection of the transactions, propagation of
blocks, mining, accomplishment of the consensus and
upholding the ledger for its underlying cryptocurrencies
(Mukhopadhyay et al., 2016), and many more. All these
functionalities can be clustered together according to their
jobs by using specific layers alike TCP/IP. In past works
we have seen design of a blockchain system by using
a layered approach (Joichi, 2016; Xiao, 2016). As per
these works the design is much more modular and can be
maintained easily.

Recently  blockchain technology has been
proliferating in academia, industry (Mukhopadhyay
et al., 2016; Baliga, 2017; Bano et al., 2017; Cachin and
Vukolic, 2017), and government sectors in the world. This
technology has numerous application domains almost in
all spheres of the human lives. This technology’s potential
has made the research and industry communities explore
its usefulness in different application domains. So, now
we have a plenty of blockchain systems omnipresent in
several domains with real-time use.

Presently security and privacy of blockchain
scenarios are in four directions (Mukhopadhyay et al.,
2016; Baliga, 2017; Bano et al., 2017; Cachin and
Vukolic, 2017):

(i) transactional privacy,

(ii) contract privacy,
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(iii) accountability & non-repudiation and
(iv) auditability & transparency.

But the problem is that many of these need advanced
cryptographic protocols.

We have RapidChain for better scaling in the
blockchain and we have Proof of Luck for efficiency in
the blockchain consensus protocols arena. But an in-depth
study or major consensus algorithms is needed for their
future case specific applicability.  These algorithms
(Mukhopadhyay et al., 2016; Baliga, 2017; Bano et
al., 2017; Cachin and Vukolic, 2017) are as follows:
Proof of Activity, Proof of Stake Velocity, Proof of
Burn (PoB), Proof of Believability, Proof of Existence,
Byzantine Fault Tolerance (BFT), Proof of Work (PoW),
Proof of Stake (PoS), Delayed Proof-of-Work (dPoW),
Delegated Proof-of-Stake (dPoS), Proof-of-Weight, Proof
of Reputation, Proof of History, Proof of Time,
Ouroboros, Proof of Retrievability, Elapsed Time, Proof
of Identity, Delegated Byzantine Fault Tolerance (dBFT),
RAFT, Stellar Consensus, Proof-of-Authority, Proof of
Space, Directed Acyclic Graphs, Proof of Importance,
Tangle (IOTA) (IOTA, 2017a; 2017b), Hashgraph,
Holochain, Block-Lattice (Nano), SPECTRE, ByteBall,
etc.

3. How blockchain technology can be used
in the present CPS architectures

We know that most important properties of blockchain
technology are the irreversibility of the chain state,
immutability and data (transaction) persistence,
distributed data control, distributed consensus on
the chain state, data provenance and accountability and
transparency. The semantic representation of a blockchain
system can be performed by the application layer. The
third layer is the consensus layer, which facilitates the
distributed consensus technique that fundamentally
makes the blocks in the order; this is the main job of the
consensus layer. The proof protocol, e.g., POW and POS,
validates every single block, which at the end makes
the architecture capable of accomplishing the obligatory
consensus. The network layer is responsible for managing
network functionalities like connecting the underlying
P2P network. It is also responsible for connecting others
in the network with the help of the underlying networking
protocol. It is also responsible for broadcasting the
present status of the blockchain to all connected nodes
newly joined. Propagating, along with receiving the
transactions and blocks is also the responsibility of the
network layer. These are the main responsibilities and
apart from these many responsibilities are there.

In CPS architectures’ and M2M-security systems
based on blockchain technology, we have three areas:

(i) public network area,
(ii) device area,
(iii) private area.

We know that the public network area in the
industrial IoT (IIoT) forms communication platforms for
all machines. The public network area and the private area
are connected by the device area as a channel. The private
area is responsible for beginning and storing the blocks
of the communication procedure among all the machines.
This area is also responsible for saving the data of the
communication procedure; it takes the external query, or
obtains outside but related data by querying.

In the case of designing machine-equipment
blockchain (Monostori et al., 2016) in the public network
area for devices that have to be replaced due to a fault, the
new devices must be connected to the production line via
the registration procedure. In this procedure, by use of a
specific algorithm, for example, SHA256, the new device
finds a private key. After this procedure, the next process
produces a public key using a different algorithm, for
instance Secp256K1. Then the digital certificate is sent
by the new device to the public network area for getting
registered. After approval it is registered. So the next
step is for the public network to produce an equivalence
between the certificate and its identity, and after that it
will save the public key of that device in the key pool.
Here in this process the device joins the network as a
new blockchain in the machine-equipment blockchain
(M-EB). In the case of designing the communication
blockchain (CB) in the private area, as in the public
domain the information of the communication technique
can be available, so these private sectors guarantee that it
is tamper-protected.

We know that M2M systems are always needed to be
extensible, and being dynamic is the inherent quality of
the M2M system. Now, in the above case, like the use of
blockchain technology in a CPS with its M2M systems,
the blockchain is used to maintain the option of extension
which is necessity of M2M systems of CPSs (Monostori
et al., 2016). So, IIoT platforms ought to identify the
IDs of the new devices and then the devices needed to
be timestamps. As part of the procedure in this system, as
a new block, these devices will be put in the blockchain
of devices. For example, in one IloT platform, there are
1 to m processes in the blockchain for device and 1 to n
processes in the blockchain for material; as an outcome,
the working architecture of the blockchain based IIoT for
creating device and material as well as the communication
blockchain will look as shown in Fig. 2.

So, it is clear that some inherent features of
blockchain technology make CPS architectures safer and
efficient, and financially (Yu et al, 2018) beneficial.
These features are the decentralized architecture with a
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Fig. 2. Working architecture of the blockchain based IIoT for
creating devices as well as material and communication
blockchain.

unique trust and transparency model; efficiency comes
in with distributed P2P architectures’ uniqueness and
also as this technology’s cryptographic approaches protect
CPS architectures from many attacks like DDoS, ARP
spoofing attacks, various phishing and configuration
threats, network congestion, etc, resulting in huge
financial savings (usually the organizations pays huge
amounts for damages done by these attacks on CPS
architectures still now). The system of system (SOS)
of CPS architectures, which is actually a cross-system,
cross-platform interconnected and interpretable, giving
the perfect opportunity of configuration, scheduling and
execution. So, blockchain technology make these much
more secure with efficiency.

As we have found, all these works have lots of
shortcomings. In some cases, the features based on
which consensus algorithms were studied practically are
not comprehensive. In past works, in some cases, lots of
consensus algorithms and internal mechanisms used with
those consensus algorithms have not been investigated,
but those algorithms are used in today’s cryptocurrencies
(Mukhopadhyay et al., 2016). Additionally, these surveys
and research do not discuss one of the main matters,
that is, the interrelation among blockchain systems and
consensus algorithms used in those systems.

4. Problems of the present centralized IoT
systems

It is very well known that these days we have
security attacks like DDoS, ARP spoofing attacks,
various phishing and configuration threats and network
congestion, etc. on the present CPS and IoT architectures
used in Industry 4.0 applications. These attacks are

very dangerous towards maintaining the CIA triad of
the data. Also, as a whole, these attacks can make
significant impacts on smooth functioning of these
systems. Industry 4.0 applications have problems in
dealing with the CIA triad along with access control and
authorization. The reason is the fact that we are increasing
the automation of these systems, so more security
breaches are going on, and new kinds of cyber-attacks are
increasing resulting huge financial losses.

In the present cloud based (Xu, 2012; Zissis and
Lekkas, 2012) centralized server/client model of the IoT,
identification, authentication and connection ought to be
through cloud based servers with huge capacity. The
connection between devices ought to be made through
the cloud, in spite of their geographical distances. The
major problem is that this centralized cloud based system
is unable to fulfil the ever increasing necessities of the
robust [oT ecosystems of the future.

The present major problems of centralized IoT
architectures (Xu, 2012; Zissis and Lekkas, 2012) are as
follows:

1. No specific and proper tutorials and helping data are
there for the maintenance of the life cycle (Xu, 2012).

2. No specific and proper tutorials and helping data
are there for the controlling of the way-out for IoT
devices (Zissis and Lekkas, 2012).

3. Privacy is a very complex matter and presently in
many cases it is not sufficient (Xu, 2012).

4. The ever expanding nature of the IoT is worrisome
in the case of scalability issues (Zissis and Lekkas,
2012).

5. IoT devices and platforms are unprotected from
physical tampering, so new innovations are needed
against proper protection for physical tampering (Xu,
2012).

6. No solutions are there for impersonating the
connected things in IoT networks (Zissis and Lekkas,
2012).

7. No solutions are there for the protection of
denial-of-sleep attacks (Zissis and Lekkas, 2012).

8. In the future, uniquely sophisticated security
approaches might not be able to provide security
for the present connected things as they still use old
processors and operating systems (Zissis and Lekkas,
2012).

5. Blockchain technology’s advantages for
the present IoT systems

Here we describe the technical benefits of blockchain
technology to be used in the 10T, the so-called BIoT. The
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advantages are follows.

One of inherent novel abilities of blockchain
technology is its security features. The database cannot be
altered, only extended, and records stored earlier cannot
be altered; generally only can be done with very high
cost. In real time, cryptographic algorithms used by the
blockchain will enhance the privacy of consumer data.
Public audits, consensus mechanisms and timestamps are
used for storing the data in an immutable manner. This
enables the architecture to maintain the CIA triad.

We know that the unique structural distributed
database of blockchain technology, which is data storage
for all the nodes, is one of the prominent features of
blockchain technology. An excellent feature is that
this structural distributed database stores the data in an
encrypted form validated by using several checks for
example, the Merkle hash tree (MHT) and elliptical curve
cryptography (ECC). Also research is going on the PKI
type of cryptography technique for increasing the security
of blockchain-based data management.

As we have discussed earlier, for many reasons
a centralized system is one of the main disadvantages
of the present IoT architectures. Blockchain by its
inherent ability is able to register and keep the data of
the registrations of the IoT’s registered connected devices.
So, with blockchain technology, smart devices work very
smoothly where there is no necessity for the centralized
authority.

In blockchain networks, the blocks along with the
transactions stored in them are visible to everyone; only
the actual content of personal transaction cannot be visible
to others as private keys protect these transactions. So,
it can be said that public availability of the transactions
in blocks and visibility of blocks are one of the best
advantages of the BIoT.

Maintaining all the transactions’ trusted ledger is a
unique advantage of blockchain technology. So, it is well
understood that the trustworthiness is a unique advantage
for using blockchain technology in the IoT level’s huge
scalability (billions connected devices). Blockchain
technology is able to provide verifiability of a distributed
ledger in a decentralized network, which is a significantly
good way for trustworthiness in the IoT. Immutability is
also another significant contribution.

Blockchain technology can be very much useful for
tracking billions of devices (connected), resulting in faster
transactions and coordination within devices; so, in other
words, it can contribute towards major savings for IoT
industry manufacturers.

Blockchain technology creates trustless P2P
messaging a reality and has a unique contribution to
financial services in the globe through cryptocurrencies,
for example, bitcoin, facilitating guaranteed P2P payment
services deprived of the need for third-party brokers. So,
Fintech has smooth running without a third-party.

Tracking billion
devices

Autonomous
functioning

Decentralized

manipulation
No single point
failure

Fig. 3. Advantages of blockchain technology in the IoT.

Blockchain is a public ledger of all transactions,
upheld by dissimilar decentralized nodes. So, it is
well understood that for accepting the transactions
all the participants need to reach for a consensus,
so trustworthiness is the main inherent quality of
this blockchain technology. Cryptographic keys and
immutable ledgers are linked with all transactions in
blockchain networks. So, it is obvious that the
attackers cannot tamper or remove the stored information.
This ability is a novel inherent feature of blockchain
technology and it is obligatory for many networked
architectures. So, it is well understood that IIoT
applications’ compliance and regulatory necessities are by
this advantage of blockchain technology. The blockchain
gives us a decentralized and trust-less P2P network. Here
it is unnecessary for peers to have a trusted intermediary
inter-communications. The peers do not necessitate
mutual trust among them due to the fact that a central
authority does not coordinate the blockchain network and
all the transactions are not only verified but also validated
by a consensus among the peers.

Blockchain technology’s network is a decentralized
P2P network, so, like a centralized system, it is not at all
vulnerable to the well-known single point failure.

The ledger used in blockchain technology does
not exist in any single location, so manipulation by a
malicious entity is impossible. Hence, man-in-the-middle
attacks cannot happen here.

Summarized advantages of wusing blockchain
technology in the IoT are shown in Fig. 3.

It is clear that the blockchain Internet of things
(BIoT) can bring revolutions in the recent era.
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6. Future research on blockchain
technology’s use in the IoT

The IoT is the present and future of the modern
technological and industrial revolution, as we have
discussed in our past works (Bhattacharjya et al., 2019a;
5019b; 2019c; 2019d; 2019e; 2019f). We have also
discussed the differences and similarities of blockchain
technology (Bhattacharjya et al., 2019a). Blockchain
technology has some pitfalls, which are as follows:

1. CPU-intensive computations, including mining,
encryption, and decryption, are inherent procedures
of blockchain technology. Being a growing ledger,
maintaining and storing are significant challenges of
this technology. The solution can be cooperative
processing of the transactions, storing the ledger, and
upholding the blockchain network.

2. All the various IoT devices are unable to execute the
same encryption algorithm with the same speed, so
processing power and computing capabilities issues
are there in the blockchain-based [oT ecosystem.

3. Presently, very few legal or compliance precedents
are there in the world to abide by, so IoT industrialists
and service enablers are fewer in this domain.

4. As we know, the digital ledger need to be saved
in blockchain nodes themselves, and the ledger
size is ever increasing in practical IoT applications.
However, as sensors in IoT architectures always
have less storage capacity, they cannot have ample
storage. So, storage capability is an issue in the case
of large IoT architectures.

5. The size of the blockchain ledger is becoming
bigger and bigger. This is paving the way for
the necessity for a centralized record management
system, which can replace the advantages of
blockchain technology’s distributed nature.  So,
scalability is a future disadvantage.

6. Skilled people are needed to run these BIoT systems
presently; we have a shortage of skilled people
who understand the working principles of BloT
structures.

So, the fact is the BIoT has to deal with
many difficulties these and coming days, including
the decentralized system of security, the intensive
computational requirements of the blockchain and the
less computing power and small storage capability of
IoT devices. Along with these, the trust and ad-hoc
connectivity are a problem, too, along with other issues.

Authentication, access control and decentralized
trust for the BIoT should be the future research focus.
Also, along with decentralized control, we ought to

Scalability P r““iii‘:fé power
an me

Storage
capability

Shortage of
skilled people
Legal and Maintaining capability
compliance issues

Fig. 4. Disadvantages of blockchain technology in the IoT.

have querying and permissions services, low latency, and
high throughput. Summarized disadvantages of using
blockchain technology in the IoT (BIoT) are shown in
Fig. 4.

7. Similarities and dissimilarities in the use
of blockchain technology in the IoT and
CPSs

It is very clear that blockchain technology will be in use
for several IoT and CPS application specific architectures
in near future, due to its decentralized nature with
secure and P2P communications with other advantages
as discussed in Sections 2 and 5. Figure 3 adds more
clarity also. Now the matter is when we are trying
to use blockchain technology in both IoT and CPS
architectures, then we need to know what are these
architectures’ similarities and dissimilarities. So if we
can map the similarities and dissimilarities in using
blockchain technology in the IoT and CPSs, then it can
be summarized as shown in Fig. 5. This figure gives
technical details in a pictorial way about what is common
for both IoT and CPS architectures, and also it depicts
dissimilar needs of IoT and CPS architectures. So when
we are talking about using blockchain technology in both
CPS and IoT architectures, this will be very helpful for
understanding the technical facts.

8. Blockchain technology’s suitability in
specific architectures

Based on our previous discussion of future research on
blockchain technology’s use in the IoT, we have found
that many architectures are suitable for using blockchain
technology for resolving their existing problems related
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Fig. 5. Similarities and dissimilarities in using blockchain tech-
nology in the IoT and CPSs.

to security and centralized systems. Now we can classify,
based on the above sections, which architecture is suitable
for the use of blockchain technology:

Hyperledger Fabric (Hyperledger, 2017); IOTA
(IOTA, 2017b); and Ethereum (Trén and Lange, 2015;
PustiSek and Kos, 2018) are all suitable distributed
digital ledger systems that can be used in CPS and
IoT applications to resolve security problems and
disadvantages of a centralized system. Hyperledger
Fabric is very suitable for IoT and CPS architectures
for its features like being immutable (hash functions),
decentralized, requiring no intermediaries (as consisting
of self-executable algorithms like, e.g., Smart Contract),
transparent, anonymous (as in this technique public and
private keys can be used for interaction without any
private information), distributed and authentic.

It is well understood that bitcoin can have several
application domains like DNS, such as Namecoin
(Namecoin, 2018), which is a decentralized naming
system, and Certcoin (Certcoin, 2019), which is
a decentralized public key infrastructure (PKI), etc.
All these are secure and decentralized, replacing all
disadvantages of centralized systems.

IIoT architectures can use blockchain technology, as
discussed in Section 3. Figure 2 shows how a practical
model will work.

The BIoT is a new terminology these days as inherent
qualities of blockchain technology can replace many
disadvantages of the present centralized IoT systems.
For example, in Section 5, it is discussed in detail why
blockchain technology can be revolutionary in the present
IoT architectures.

9. Mathematical model based DSS for
decision of advantage

Now the question is how we can judge that our application
of CPS and IoT architectures can be beneficial. We
already know that a major cost and performance trade-offs
are there at the time of using the decentralized database
like the blockchain. But whether the application of CPS
and IoT architectures will be beneficial or not is the
decision that will be taken by the DSS. We have the model
presented by Box (1979), who says that all models are
incorrect but some are useful. So, the mathematical model
for making a decision if the use of blockchain technology
is beneficial or not can be as

1 N
v= L3 s, )
=1

where v is actually the overall score, w,, is the weight for
the metric which is considered, 0.0 < w, < 1.0, M is
the number of metrics which are used, M > 1, and s,is
the measuring factor for the metric under consideration,
0.0<s, <1.0.

The output of this model can evaluate the overall
value of v, using cost-benefit exploration principles
(Robert and Alan, 1978), and it can be concluded if
a specific application can benefit from the use of a
decentralized database (blockchain technology). Here s,
the value of the measuring factor, is in general a complex
function of the specific metric considered, for example, m.
So this way with execution of the complex mathematical
analysis works to decide if the decentralized database
(blockchain technology) is beneficial for a particular
application of CPS and IoT architectures.

Recently, Lee et al. (2019) described a unified
three-level blockchain system for blockchain technology’s
use in cyber-physical production systems (CPPSs)
towards a vast implementation of Industry 4.0.

10. Major problems still exist with the use
of blockchain technology in CPSs and
IoT systems

Major problems still exist with the use of blockchain
technology in CPSs and IoT systems such as the
following.

Blockchain technology based architectures were
hacked in the past years, e.g., the Bitfinex attack in August
2016 and the Ethereum attack in June 2016. If bitcoin and
private keys are put in safekeeping on a device, which is
connected by the Internet, then any hacker can steal those
keys. If the private keys are stolen, the security of the
blockchain and the encryption technique are nothing to
hackers. So, confidentiality and integrity of data of these
systems and overall functioning of CPSs and IoT systems
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should not be hampered due to network congestion,
phishing and configuration threats, ARP spoofing attacks,
data rate alteration, and DDoS, etc.

We have found that the lack of centralized control,
multiple attack surfaces, context-aware and nature of risks
as per situations, heterogeneity in device resources and
security vulnerabilities which are already identified in
connected devices like smart locks to vehicles, etc. are
huge problems currently.

Optimizing the resources of CPSs and IoT systems
are essential, as in the case of high level and complex
security methods, the resource constrained devices used
in CPSs and the IoT are not at all good to be used in that
scenarios.

We know that the data in a blockchain can be viewed
by any members in the corresponding blockchain, so any
moment data privacy can be a big issue.

User privacy is the main matter also to be protected
in all transactions while exposing the diverse types of data
during transactions and operations.

We know that the growth of transactions registered
into a blockchain is totally unpredictable; as a result, an
indistinguishability exists about the blockchain platform
on the scalability matter relating to the increase of the
amount of business transactions on this platform.

The malware has proven to be vulnerable to
this technology. A demonstration was there on the
vulnerability by using the POC software by the Interpol
at Black Hat Asia in March 2015. Researchers have also
demonstrated that botnets (for example, Fujacks Trojan, a
botnet backdoor) have the capability to send messages by
using the bitcoin network.

We know that centralized methods are inappropriate
for CPSs and IoT systems as the single point of fail
use and many-to-one mode are big concerns to make the
whole systems failure. But the reduced scalability of the
whole system is a big problem.

Lots of international banks have raised alarms about
the security level of cryptographic algorithms which
are in use in blockchain-based transactions; also they
have raised alarms about blockchain based transactions’
confidentiality and how these systems can secure private
keys used in those transactions.

Any false transactions can be approved by other
nodes in blockchain transactions, which could be a huge
loophole resulting in fraudulent activity.

Now we have less structured blockchain governance,
which could be dangerous for retaining data in a
blockchain. As to date, we do not have common
governing regulatory for handling blockchain protocols.

11. Conclusions

As discussed in the paper, blockchain technology
has unique advantages for centralized CPS and IoT

architectures. Blockchain technology can benefit
financially by securing all transactions and protecting the
above-said attacks. The present system of CPS and IoT
architectures is vulnerable to faults in centralized control,
and due to such control, it is not efficient, either. However,
blockchain technology’s distributed secure system can
make these CPS and IoT architectures much more secure
and efficient. So, a single-point failure of centralized
systems will never happen in these systems when using
blockchain technology.

Only very large connected devices in IoT systems
cannot be tackled by blockchain technology, as it
cannot scale the number of devices connected in the
system.  So, it is a well-understood fact that the
computational and storage space requirements of this
technology’s participants are extensive. So, in 2017, to
resolve these disadvantages, we got Tangle technology
(works on a directed acyclic graph defined as Tangle)
for authentication of transactions and for IoT-related
applications’ security (Tangle, 2018). All transactions
have to validate two earlier transactions in this Tangle
network by executing a POW. So, it is well understood that
Tangle is more decentralized than blockchain technology.
We can say that blockchain may connect many IoT
devices to a single gateway, and after that the gateway
itself ought to be part of the blockchain network as a
member. So, as discussed in the future research section,
we need a new model to resolve those pitfalls. The above
mathematical approach-based DSS will give us an idea of
the advantages of blockchain technology in CPS and IoT
applications.
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