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The problem of fault diagnosis in hybrid systems is investigated. It is assumed that the hybrid systems under consideration
consist of a finite automaton, a set of nonlinear difference equations and the so-called mode activator that coordinates the
action of the other two parts. To solve the fault diagnosis problem, hybrid residual generators based on both diagnostic
observers and parity relations are used. It is shown that the hybrid nature of the system imposes some restrictions on the
possibility of creating such generators. Sufficient solvability conditions of the fault diagnosis problem are found. Examples

illustrate details of the solution.
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1. Introduction

Hybrid systems (HSs), considered in this paper, are
dynamic systems, whose behavior is determined by
interaction of a number of discrete-time systems (DTSs)
described by difference equations and a finite automaton
(FA) with discrete-event dynamics. The DTS depends on
parameters that take values from a set of real numbers,
and the values are determined by the outputs of the FA.
A switching occurs whenever states of the DTS reach
some given domains, defined through a set of inequalities.
This type of HS has been studied earlier (Cocquempot
et al., 2004; Gruyitch, 2007; Yang et al., 2010; Leth and
Wisniewski, 2014), also in the context of fault diagnosis
(Shumsky and Zhirabok, 2012; Shumsky et al., 2012).
There exist numerous descriptions of hybrid systems
and switching rules, including time- and state-dependent
switching schemes. Our choice is motivated mostly
by three aspects. First, this description is general
enough and accommodates some other descriptions based
on state-dependent switching. Second, actual complex
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systems have two main parts: one is a control system
that has a finite number of states, and the other is an
operational system with discrete dynamics. Our model
is well suited to describe such a class of actual systems.
Third, the algebraic tools we will apply (algebra of
partitions/functions) work both for DTSs and FAs. The
algebra of partitions was developed for FAs by Hartmanis
and Stearns (1966). A similar approach to DTSs, called
the algebra of functions (Zhirabok and Shumsky, 2008),
was inspired by the approach of Hartmanis and Stearns
(1966) and mimics the latter. Since the two theories
are interlinked, this helps us to build a bridge between
the theories of FAs and DTSs. The partitions can be
replaced by functions generating them, and analogous
operations/operators are introduced. These aspects are
advantages of the suggested approach over the existing
methods.

Numerous methods have been elaborated for fault
detection and isolation (FDI) in dynamic systems
within the scope of the analytical redundancy concept.
According to this concept, FDI is based on checking
relations that exist among system inputs and outputs
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measured over a finite time window. The FDI process
includes residual generation as a result of a mismatch
between the system behavior and its reference model
behavior, followed by decision making through evaluation
of the residual. This paper concentrates only on the stage
of residual generation.

There are two basic approaches to residual
generation. One is based on closed-loop techniques
(diagnostic observers, Kalman filters) (Alcorta and
Frank, 1997; Shumsky and Zhirabok, 2006; Li
et al, 2016), while the other involves open-loop
techniques (redundancy or parity relations) (Patton et
al., 2000; Blanke et al., 2006). In this paper, both
approaches are considered.

In the framework of the latter technique, there exists
a promising method of fault diagnosis in technical systems
known as a data-driven, or model-free, or nonparametric
method (see, e.g., Ding, 2014). A notable feature
of this method is that parameters of the system under
consideration may be unknown.

Hybrid residual generators constructed in this paper
have dynamic and finite automaton parts. The former
coincides with its counterpart in the ordinary residual
generators except for parameters, whose values are
changed under time- or state-dependent switchings. The
latter provides the main fault diagnosis properties such
as sensitivity and insensitivity to faults, reliability,
robustness with respect to disturbances, model errors,
and measurement noise.  These properties are the
same as in the ordinary residual generators; they are
well-investigated in numerous papers and books (see,
e.g., Gertler, 1998; Blanke et al., 2006; Ding, 2014;
Witczak, 2014; Zhirabok et al., 2017), and therefore are
not considered in the present paper.

Note that the finite automaton part of hybrid systems
imposes some restrictions on the possibility of creating
the dynamic part of a residual generator when states
of the FA part (hybrid system modes) are immediately
unobservable. This aspect is not sufficiently studied
in the literature. The present paper accents studying
these restrictions; its main purpose is to find sufficient
solvability conditions of the fault diagnosis problem
for hybrid systems for the case when their modes are
immediately unobservable. This is the main contribution
and novelty of the present paper.

Various aspects of fault diagnosis in hybrid systems
were studied in the literature: structural diagnosability
(Proll et al., 2015), active diagnosis (Tabatabaeipour et al.,
2009), fault estimation (Laboudi et al., 2015), diagnosis
in linear hybrid systems (Farhat and Koenig, 2017; Zhao
et al., 2015), fault-tolerant control (Cocquempot et al.,
2004; Yang et al., 2010), disturbance decoupling (Zattoni,
2018).

In this paper, both diagnostic observers and parity
relations in nonparametric form are used for fault

diagnosis in nonlinear HSs. In comparison with the
earlier works (Shumsky and Zhirabok, 2012; Shumsky
et al., 2012), where HSs with continuous-time systems
are studied, here we consider an HS with discrete-time
systems that allows using a unified mathematical
technique to analyze the DTS and the FA. Besides,
additional possibilities to construct the diagnostic HS are
used, which allows to us extend a class of systems for
which the FDI problem can be solved.

The rest of the paper is organized as follows. In
Section 2, the HS is described and the problem statement
is formulated. Section 3 recalls some facts from the
algebra of partitions/functions, important to prove the
results of this paper. In Section 4, residual generators
are constructed. Section 5 is devoted to the hybrid part
of diagnostic system design. A practical example is
considered in Section 6. Section 7 concludes the paper.

2. Basic models and problem statement

The HS is represented schematically in Fig. 1. In this
figure, there are three basic elements: the FA, the DTS
(actually a set of them, one for each mode), and the
so-called mode activator (MA), which coordinates the
actions of the FA and the DTS. The FA is described by
the model A = (1, 5,0, 0, \), where I, S and O are finite
sets of inputs, states, and outputs, while § and \ are state
transition and output functions, respectively, described by

st :5(87i)7 O:)‘(S)a (1)

where sT € S is the new state after transition from the
state s € S, initiated by the input ¢ € I, and 0o € O
is the output. It is assumed that both functions § and A
are specified by appropriate tables. The automaton A is
assumed to be minimal (irreducible), i.e., the number of
its states cannot be decreased.

The DTS is described by a set of nonlinear difference
equations of the form

{E(t + 1) = fo(x(t),u(t)),
y(t) = h(x(t)),

o€ 0,
2)

FA

—* DTS

Fig. 1. Structure of a hybrid system.
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where z € X C R™", u € UQRm,yEYQRlare
states, controls, and measured outputs, respectively. The
function f, in (@) depends on the system mode, activated
by the output o € O of the FA.

It is assumed that the functions f, and % contain
parameters from the set C' = {a,...,a,}, whose values
depend on o. This dependence is described by the function
specified by an appropriate table. It is assumed that some
parameters from C' do not depend on O they reflect faults:
if there are no faults, a; = a;o, where ajq is the nominal
value of the parameter a;, but if the j-th fault occurs, a;
becomes an unknown function of time.

The mode activator is described by the function 3 as

i(t) = Bx(t))- 3)

The hybrid diagnostic system we are looking for has
a similar hybrid structure and is shown in Fig. 2. The
notation corresponds to that of the original HS in Fig. 1;
justaletter “D” (from the word “diagnosis”) is added. The
description of the FAD subsystem is also similar, except
that we use the subindex “*” everywhere:

ST = 0u(84,04),  0s = Ai(84). 4)
The MAD is given by
i (t) = Bi(y(t), z4(1)), (5)

where 3, is a function specified below, z, € R"* is
the state of the residual generator (RG) described in
Subsections 4.1 and 4.2, n.,. < n.

Use of the state z.(¢) in (5) may cause the mode
difference when the mode of the HS under diagnosis and
that of the RG may be asynchronous. However, if the RG
is disturbance decoupled, this problem does not arise. If
not, z,(t) should be removed from (5).

In Section 5.4 we show that use of z.,(¢) in (5) allows
us to extend the class of hybrid systems for which the FDI
problem can be solved. Nevertheless, the asynchronous
problem exists, and it will be considered in future works.

Problem statement. Find an automaton FAD, described
by @), under the restrictions imposed by the MAD (3,
and a bank of residual generators to solve the problem of
fault isolation based on the structural residual vector and
the matrix of syndromes (Gertler, 1998).

!

y(t) MAD ix(t)

FAD

0x(t) | ()

u(t) RG

- ’f’(t)

Fig. 2. Structure of a hybrid diagnostic system.

3. Algebra of partitions/functions

3.1. General definitions and properties. We briefly
recall the definitions and concepts of the algebra of
partitions/functions from the works of Hartmanis and
Stearns (1966), Zhirabok and Shumsky (2008), Shumsky
and Zhirabok (2010) as well as Kaldmae ez al. (2013) used
to solve the problem. Note that the algebra of partitions
operates with partitions of some set S and the algebra of
functions operates with vector functions, defined on the
set S. Let Fs be a set of vector functions with the domain
S.

Definition 1. (Relation of partial preorder) Given «, 3 €
Fs, the notation o < 3 means that there exists a function
~ such that 3(s) = y(a(s)) for Vs € S.

Definition 2. (Equivalence) If « < and § < «, then «
and [ are called equivalent, which is denoted by o & 3.

Note that = is an equivalence relation. It divides the
set Fs into the equivalence classes containing equivalent
functions. Denote by F'r; the set of all these equivalence
classes; then the relation < is a partial order on this set
and the pair (Fg, <) is a lattice. There exist two special
vector functions 0 and 1, such that for every function «,
0 < o < 1. The function 0 is equivalent to the identity
function, and 1 to a constant function.

Since the pair (Fg,<) is a lattice, two binary
operations x and & exist defined by

o x B = inf(a, B),

In simple cases, the second expression may be used to
compute « & (. The rule for the operation x is simple:

@xe = (50 ).
Example 1. Let Fis = R3, a(s) = (51452,53)7, B(s) =

(s153,5253)T. Then (o x B)(s) = (s1 + 82, 83, 5153)7
and (a @ B)(s) = s3(s1 + s2). ¢

Definition 3. (Binary relation A) Given «,3 € Fy,
(o, B) € A we mean that there exists a function f, such
that 5(f(z,u)) = fe(a(x),u) for all (z,u) € X x U.
Here f is a function f, for any o € O.

o ® B = sup(a, B).

The binary relation A is used for the definition of the
operators m and M.

Definition 4. The operator m(«) is a function in F'y that
satisfies the following conditions:

() (a,m(a)) € A,

() if (o, B) € A, then m(a) < .

Definition 5. The operator M () is a function in F'x that
satisfies the following conditions:

(i) (M(B), B) € A,
(ii) if (o, B) € A, then o < M(f).

aamcs
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The main properties of the operations and operators
are as follows (Zhirabok and Shumsky, 2008).

Lemma 1. Let o and 8 be some functions. Then
La<pB=Ma) <M@P); a<pf=m(a)<m);
2. M(m(a)) > o, m(M(B)) < B;

3 a<MPB)=(a,B) € A; m(a) < B = (a
4. M(ax 8)=M(a) x M(j5).

To evaluate the operations and operators,
webMathematica based software has been developed
so that anyone can use it with only an internet browser
(http://webmathematica.cc.ioc.ee/mathe
matica/NLControl/main/index.html).

The set of vector functions with the domain S and the
set of partitions of .S are closely linked. A vector function
« induces a partition 7, as follows:

=a(s') & s =5 (ma). (6)

,8) € A;

Vs,s' €S als)

When 7, and 7 are some partitions of S, one says
that 7, < g iff s = §'(7o) = s = s'(ws). The notation
s = §'(m,) means that s and s’ are in the same block of
the partition 7. If 7, < g and 73 < 7,, then T, = mg.

On the analogy of functions, one may define
operations X and @, a binary relation A, and operators
m and M.

Example 2. Let S = {1,2,3,4,5,6}, 71, =
{(1,2),(3,4),(5,6)}, and mg = {(1 3),(2,4),(5,6)}.
Thenwaxwﬂ:{( ), (2),(3),(4), (5, 6)}and7ra697rg—
{(1,2,3,4),(5,6)}. Clearly, 7o, X g < mo < 7o & 3.

¢

Other examples of evaluating the operations x and &
are given in Section 5.

We also introduce two additional operators m; and
M; as follows. The operator m; : F; — Fg yields a
minimal function satisfying for x € F the condition

x (i) = x(@') = mr(x)(6(s, 1)) = mr(x)(6(s, "))
)
forall ,4' € I and s € S. The operator My : Fs — Fy
yields a maximal function satisfying the condition

M;(B)(2) = Mr(B)(i') = B(8(s, i) = B(6(s, "))
()
foralli,7/ € I and s € S.
The operator m; is similar to m except that its
domain is F7. Analogously, the operator M; is similar
to M except that it defines the function with the domain I.

Definition 6. Given a« € Fx, we say that « is
(h, f)-invariant if (o X h,a) € A, or a x h < M(w),
orm(a x h) <«

In the case of smooth functions, Definition 6 is
a generalization of the concept of the (h, f)-invariant
distribution (or codistribution) (Isidori, 1995).

If h = 1 in Definition 6, we say that « is an
f-invariant function. By analogy, we may talk about a
d-invariant function ¢ € Fg defined for the FA (1).

Lemma 2. [If« and 8 are (h, f)-invariant, so is a X (5.

Proof. Let « and B be (h, f)-invariant. Then o X h <
M(a) and 8 x h < M(f). Multiply the respective right-
and left-hand sides of these inequalities: v x h X 3 X h =
ax B xh < M(a) x M(8). By Lemma 1, we obtain
(a x B) x h < M(a x ). The last inequality means that
a x (1is (h, f)-invariant. ]

3.2. Computation of the operators m, M, m;, and
M;j. 1t is known that a function -y exists that satisfies
the condition (o x u) ® f = ~(f); define m(a) = ~
(see Zhirabok and Shumsky, 2008). Examples of how to
compute vy are given by Kaldmae er al. (2013).

For evaluation of the operator M, see the work of
Zhirabok and Shumsky (2008), though this rule is not used
in the paper.

In the case of partitions, the operators m and M can
be evaluated by

HUJ, (m,05) € A,

{5}

g g, 71—]; A,

{7}

respectively (Hartmanis and Stearns, 1966). Note that the
symbol [ [ corresponds to applying X, and the symbol >
corresponds to applying ®.

To calculate m; for partitions, use the following rule.
Denote by €2, the set of all partitions o such that

i=4'(1) = §(s,1) = 6(s,i')(0)

foralli,7 € I and s € S. Then

:HO'.

oEQ,

To calculate M, denote by (), the set of all

partitions 7 such that
i=4'(1) = §(s,1) = 6(s,i')(0)

forall 4,7’ € I and s € S. Then

227’.

TEQ,

Examples for calculations involving the operator m
are given in Example 3 and Section 5.
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4. Residual generator design

To generate residuals, in this section we use both
diagnostic observers and parity relations. First, consider
an observer based generator. All the results of this section
should be understood as given for a fixed (single) mode.
This holds for the main relations of the section.

4.1. Observer based RG design. To solve the problem
of fault isolation, introduce for the parameter a; a vector
function a?) with the maximal number of components
such that 9

5@ w) =0

Consider the system (2) for some o € O and
introduce the coordinate transformation

z.(t) = @(x(t)),  y«(t) = d(y(1)),

such that the transformed system can be used as a
diagnostic observer and is described by

To(t+1) = ful@a (), y(t), u(t) + Kr(t),
Y«(1) = hu(2.(1)),

where f, and h, are some functions, K is the gain matrix,
r(t) is a residual generated as follows:

r(t) = o(y(t)) =y« (1)

Since the problem of choosing the matrix K has been
studied in the literature (see, e.g., Alcorta and Frank,
1997; Schreier et al., 1997), it is not considered in this
paper.

It is known (Zhirabok and Shumsky, 2008) that the
model obtained via the state transformation does not
depend on the parameter a; if

t=>0, )

(10)

) < . (11)

From (@) and (I0Q) it follows that the functions ¢ and ¢
satisfy

o(f(z,u)) = fe(p(x), h(z), ),
P(h(x)) = ha(p(2))-

By the definitions of the relation A and the operation @,
we obtain from these equations (¢ X h,p) € A and h @
@ # 1. Thus, ¢ is an (h, f)-invariant function satisfying
the condition h & ¢ # 1.

Given v° := a9, compute recursively for ¢ > 1,
using the formula

Yt =@ m(y° x h), (12)

the sequence of non-decreasing vector functions 7° <
4! < .... There exists a finite ¢ such that v¢ 2 ~v¢~!
but v¢ = ¢+ for all d > 1. Define ¢ := +°.

Theorem 1. (Zhirabok and Shumsky, 2008) The formula
(I2) yields a minimal (h, f)-invariant vector function @
satisfying the condition o9 < .

The minimality of the function ¢ gives the best
choice to satisfy the condition h @ ¢ # 1. If h ® ¢ =1,
the model (I0) independent of the parameter a; does not
exist.

If h & ¢ # 1, we obtain the functions ¢ and A, from
the functional equation ¢(h) = h @ ¢ = h.(p). The
function f, can be constructed as follows. Write down

(bt +1) = p(z(t + 1)) = o(f (x(t), u(t))

and on the right-hand side of the last expression replace
the variable x by z, and y; this is possible since ¢ is an
(h, f)-invariant function.

4.2. RG design based on parity relations. Consider
the system (2) for some o € O and introduce the
coordinate transformation

L) =W (), j=1,...,k,
2t = $V (1), ] )
y«(t) = ¢(y(t)), t=0,

such that the transformed system is feedback free:

wa(t+1) = f(y(), u(t)),

j = 27 : )k7
Y (t) = ha (@ (1)),

where ff, j = 1,...,k, and h, are some functions, k

is the dimension of the transformed system. In general,
the feedback free system is of the form z;(t + 1) =

F (@1 (t), ...,z (t), y(t), u(t)); we consider () for
simplicity.

Note that (T4} is a special case of (I0) and ¢ = (1) x
.- x ) is an (h, f)-invariant function. Perform in (I4)
several temporal shifts and substitutions:

T2 (t +2) = F2(fL(y(8), u(t)), y(t + 1), u(t + 1))
= ffl(y(t + 1); y(t)vu(t + 1)7u(t))a

Tap(t+ k) =Fo(yt+k—1),...,y(),
u(t+k—1)),...,u(t))

for some functions f2! and F,. Taking into account (I4),
we get

y*(t+k) :F**(y(t+k_ 1)a'~~7y(t)a

u(t+k—1)),...,u(t)), (15)

where F.. = h.(F\).

@amcs
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Assume for simplicity that the functions f, and h
in (2) are described by polynomials. Assuming that
the functions (1), ..., ©®) and ¢ are polynomials too,
we conclude that the functions f!,..., f¥, and h, are
polynomials as well. As a result, the right-hand side of
(I3) can be written in the form

Yt + k) = Fly(t + k= 1),...,y(t),
(t—f—k—l),...,u t))
= ([1(a) Ta(a) ... Ty(a))
Pit+k—1,...,1)
Prt+k—1,...,1)

Prt+k—1,....1)

where (I'1(a) ... T'y(a)) =: T'(a) is a row of algebraic
expressions which are functions of parameters from the

set C ={ay, ...,ap}; PF(t+k—1,...,t) = P;(y(t +
E=1),u(t+k—1),...,y(t),u(t)); Pj(y(t+k—1),u(t+
k—1),...,y(t),u(t)),j = 1,...,q, is the polynomial

formed by the functions f, and h at instants of time from
tellt+k — 1.

Write down the expression for y, for 7' instants of
time:

Yr(t Yot —1) .oyt —T+1
7(t) = ((()])3(() ) ey +1) (16)
where
Pit—1,...,t—k)
Pr(t) = Py(t—1,...,t—k)
Prt—1,....,t—k)
Prt—-T,....t—k—-T+1)
Prt-T,...,t—k—T+1)
Pyt—T,....,t —k—-T+1)

4.3. Residual generation. To generate the residual for
decision making about faults, use the method based on
the matrix Pr(t) kernel. In the works of Ding (2014) and
Zhirabok et al. (2017), the size of the temporal window
T is minimal such that rank(Pr(t)) = rank(Pr_1(t)).
This means that the last column of the matrix Pp(t)
linearly depends on other columns, i.e., vector v(7T") exists
such that Pr(t)v(T) = 0 and Pr(t) has a nonempty
kernel. From (I6) it follows that Y7 (¢)v(T) = 0, so the
rule

rr(t) = Yr(t)v(T),

is robust since it is independent of the values of the system
parameters.

v(T) € ker(Pr(t))

It is well known that calculation of the ranks of
matrices formed on the basis of experimental data is an
ill-conditioned problem. To overcome this difficulty and
reduce computational complexity, one may take 7" such
that the number of columns of the matrix Pr(¢) is bigger
than that of its rows, i.e., T > q + 1; here the equality
rank(Pr(t)) = rank(Pp_1(t)) is valid. In some specific
cases, the value of 7" may be reduced.

To isolate faults, we construct RGs based on a bank
of observers or parity relations based. Each RG has to
be invariant with respect to some group of faults and
sensitive to other faults. To make a decision, the matrix of
symptoms is used (Gertler, 1998), where rows correspond
to residuals, and columns to faults.

4.4. Condition of parity relation design. It is known
(Zhirabok and Shumsky, 2008) that the model obtained
via the state transformation ¢ = (1) x (2 x ... x *)
does not depend on the parameter a; if (T holds.

Theorem 2. The system (2) can be transformed into the
model ([4) independent of the parameter a; if and only if

o) @m(h) #1, a7

(a(j) ®h)dm(h x (a(j) Sm(hx ...

x (@D @m(h)...)#1 (18)

(the operator m is used k times).

Proof.

(Necessity). Assume that the system (1) can be
transformed into the model (I4) independent of a;. This
means that there exist functions ¢, ... »*) and ¢
such that o) < o = M) x ... x *) and y, =
#(y). The last condition yields a?) < () for all c.
Consider the first equation in (I4) and replace z, (¢t + 1)
with @) (z(t + 1)) and y(t) with h(z(t)): oW (z(t +
1) = W (f(x(t),y(1))) = fi(h(z(t)),u(t)). By the
definitions of relation A and operator m, this implies
(h,o™) € A and ¢ > m(h). By analogy, the
second equation in ([4) yields (h x (¢~ (@) € A,
¢ = 2,..., k. The property of the operator m (Lemma 1)
and the inequality () < () yield ¢(© > o) @
m(h x D), ¢ =2... k and o) > o)) @ m(h),
respectively. The last inequality implies (T7).

Consider for simplicity £ = 3. Then

0@ > o g m(h x pO)
> ald) @m( X (a (4) @ m(h))),
e >aD @m(h x p?)
(h

x (@ @m(h x (@Y & m(h))))).
(19)

> a(ﬂ) ®m
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Since Y. = hy(x.x) and y. = ¢(y), we have (¢(h))(z) =
(hy (™)) (). This means that . @ p(*) £ 1, and taking
into account (T9), we obtain (I8).

(Sufficiency). From (I8) it follows that there exist
functions 71, 2, and ¢¥) such that

yi(m(h x (@9 @am(h x - x (&) @m(h))...)))
= y2(a) @ h) = p®).

The relation above yields cp(k) > ), go(k) > h, and
m(h x (@9 em(hx - x (@ em(h))...))) < ™.

From the last inequality and the properties of operators m
and M it follows that

hx (@9 @m(hx - x (a¥ om(h))...))
< M(p™),

Choose <p(’“_1) as a maximal function satisfying the
conditions i x =1 < M(¢*)) and

ald) om(h x - x (a(j) em(h))...) < =1

(the operator m is used k — 1 times); then the inclusion
(h x =1 »*)) € A and the inequalities p*~1) >
m(h x --- x (@@ @ m(h))...) and o1 > a0
are true. By analogy, functions o(*=2) ..., ©(2) can be
chosen such that the inclusion (h x ¢~V () € A
and the inequality ¢(©) > o) are true, ¢ = k — 2,...,2.
Using the operator M k — 1 times, from (I8) we obtain the
nontrivial (due to (7)) function () = o) m(h). Then
cp(l) > m(h) and 50(1) > o) hold, i.e., the inclusion
(h, M) € Ais true. Since ¢ = ) x - x p*) and
0 > o for all ¢, we get ¢ > o) i.e., the condition
(1) is valid. From the above and the definition of relation
A it follows that (I4) are true for some functions fﬁl),
e, f,gk). The inequality go(k) > h means that a function
¢ exists such that ¥} = ¢(h); then y, = ¢(h(z)) =
o) (z) = 2,1. [ ]

Theorem 2 gives an exhaustive solution of the
problem considered. Its main difficulty is the use of a
complex mathematical tool (the algebra of functions) to
construct the RG. To overcome this shortcoming, one may
use the so-called logic-dynamic approach (Zhirabok et
al., 2017) which allows solving the problem for nonlinear
systems with methods of linear algebra.

Example 3. Consider the system described by

xt = f,(z,u)

19 — A2X1 1 0
(E1|{E1| 0 1

| a1y —asxs + 00 |*“
T3 — T4 0 0

Y =1, Y2 = T4.

(ﬁﬂ,anms
Here, the notation ™ means z(t + 1).

Check the possibility to obtain the relation of the
form (I4) free of the coefficient ;. From the definition
of the function a) it follows that oV (z) = (z; —
x3,m2,24)7. To compute m(h), use the rule from
Section 3: since (o X u) @ f = (fo2, fo1r — fo3 —
as f04)T, where f,; is the i-th component of the function
fo» we have m(h)(z) = (w9, 71 — 23 — asz4)’. Since
o) < m(h), the condition (I7) is valid. Next, (") @
m(h))(z) = m(h)(z) = (22,71 — 23 — azx4)” and
hx (ol @ m(h))(z) = m(h)(2) = (21, 22, 05, 24)" =
0. Since m(0) = 0, the condition (I8) is true with k = 2,
i.e., (14) can be constructed without the coefficient a;.

Set 0@ (z) == (aM @ h)(z) = 24, oV (z) 1= 2, —
x3 — agry > (@D @m(h))(x), T4 = 21 — 3 — G224,
Zyo 1= x4; then ([4) takes the form

Tar (t + 1) = —agy1 (t) + azy2(t) +ua (1),

fE*Q(t + 1) = _x*l(t) + yl(t) - (a2 + 1)y2(t)7
Yx(t) = y2(t) = 22 (1)

Make temporal shifts and substitutions and obtain the
input-output description:
Yot +2) =yt +1) — (a2 + D)y2(t + 1) 20)
+ az2y1(t) — a2ya(t) —ui(?).

Based on (20), we obtain

y2(t) = y1(t — 1) — (a2 + L)ya(t — 1)
+ agyl(t — 2) — (Lgyg(t — 2) — ul(t — 2)

yi(t—1)
y2(t —1)
:(1 a2+1 ag — a2 —1) yl(t—2)
yg(t—2)
ul(t—2)

Clearly, T' = 6. As aresult, Y5(¢), I'(a), and Ps(t) in (16)
are as follows:

Yo(t) = (y2(t) ... ya2(t —5)),
IF'(a)=(1 aa+1 az —as —1),

pt—1) . -0
y2(t—1) ... y2(t—6)
Ps(t) = | n(t—=2) ... wn(t-7)
y2(t—2) ... ye(t—T)
’U,l(t — 2) ul(t — 7)

¢

By construction, the parity relation based RG is
founded on the feedback free model (I4). This condition
is rather restrictive. Therefore the observer based RG is
preferable to attain the purpose of fault diagnosis.
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5. MAD and FAD design

Solvability of the FDI problem for each mode, in general,
is not enough to solve the problem for the HS, except
in the rare occasions when Eqns. (I0) or (I4) do not
depend on parameters at all (are same for each mode), and
therefore A, and MAD are missing. If this is not the case,
then one has to coordinate the work of the FA and the FAD
as well as that of the MA and the MAD. This is possible
only under certain conditions, specified in Theorems 3 and
4 below.

In general, the function ¢ depends on the system
mode and therefore, in the following, we use the notation
o instead.

5.1. Main relations. The FA, described by () and the
FAD, described by (@), are well-coordinated functions 6 :
S — S, p: I — I, andn: O — O, exist such that

0.(6(s), p(i)) = 0(3(s, 7)), 21

Ac(6(s)) = n(A(s)). (22)

Theorem 3. The relations (21) and (22) hold if the fol-
lowing conditions are satisfied:

(i) 0 is a 0-invariant function satisfying the condition
0 < n(A);

(ii) mr(p) < .

Proof. Since § < X' = n(\), a function )\, exists such
that (22) holds. From (ii), the definition of relation <, and
({@) it follows that

p(i) = p(i") = 0(3(s,4)) = 0(5(s,7"))
forall4,7" € I and s € S. Since 0 is d-invariant, we have
0(s) = 0(s") = 6(d(s,1)) = 0(3(s', 7))

foralli € I and s,s” € S. Clearly, the last relation is true
for i’ € I such that p(i) = p(i'). Therefore

[p(i) = p(i") A O(s) = 0(s")]
= 0(8(s, 1)) = 0(3(s',1")).

The latter means that there exists a function d, such that

1) holds. ]

5.2. MAD design. From (5) it can be shown that i, =
(B«(h x ,))(x). Since i, = p(i) and i = (), we have

Bi(h X o) = p(B). (23)

Theorem 4. The FDI problem is solvable for the HS if
the following conditions are satisfied:

(i) the FDI problem is solvable for every mode of the
HS;

(ii) (hx o) ® B #1forallo e O;

(iii) mp(p) < 6 for some §-invariant function 0 satisfying
the condition § < X' = n(\).

Proof.  When (ii) is true, then there exists nonconstant
functions p and S, such that p(8) = B«(h X ¢,). The
function p defines the inputs . for the FAD as i. = p(i),
i € I, the function S, defines the MAD (5). When (iii)
is true, from Theorem 3 it follows that (21) and (22) are
true, i.e., the FAD can be constructed. [ ]

The functions p and S, can be found as follows. Let
the functions h, 3, and ¢, define partitions 7y, 7g, and
7, on the set X, respectively, on the analogy of (6). Find
the partition 7, = 73 @ (7, X 7, ). Note that the number
of its blocks is finite due to the finite number of blocks of
the partition 7g.

Assume that the partition 7g contains several blocks,
and each corresponds to some input ¢ according to (3).
The partition 7, = w3 (7, X 7,, ) contains bigger blocks
and each consist of some blocks of 7z. Let some block
By, contain blocks By, 1,...,Br,a and 3(Br, 1) =
ila s )/B(Bﬂ'[i,d) = igq. Then B*(Bﬂ'*) = ix = p(zl) =
o = plia).

Example 4. Consider the system from Example 3 and let
the function 3 from (3) be as follows:

i1 if Jz1] < land 2 < 0,
o _ Jiy if |z <Tandzy >0,
i=p) = ig  if [#1] > 1and 25 < 0,
ig if |z1] > land z2 > 0,

h = (1‘1 Z‘4)T.

The partition 73 has four blocks corresponding to the
inputs 41 to i4: the block Bmﬁl contains states satisfying
the conditions |z;| < 1 and z2 < 0, the block By, o the
conditions |z1]| < 1and zg > 0, etc. Since p,(z) = (21—
x3 — asxy,4)’, we have (h x ,)(z) = (71,23, 24)7
and ((h X ¢,) ® B)(x) = 1. Therefore, the condition (ii)
of Theorem 4 is satisfied for all 0 € O.

The partition 7, corresponding to the function ((h x
o) ® B)(x) = x1 has two blocks By, 1 and By, 2. The
first contains states satisfying the condition |z1| = |y1| <
1, while for the second |z1]| = |y1| > 1. Accordingly,
block By, 1 contains blocks Br,1 and By, 2, block
By, 2 contains By, 3 and By, 4. Since 3(Br,1) = i1
and (B, 2) = i2, we have 3, (Bxr, 1) = ix1 = p(i1) =
p(iz2); by analogy, B« (Br, 2) = is2 = p(iz) = p(iz). As
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a result, we write

i*l lf|y1| S ].,

1592 lf|y1| > 1,

iy if1 € {il,ig},
iyo if1 € {ig,i4},

(ilviQ)a (i37i4)}'

Il
—— ——

—~

T, =

¢

Note that systems with the output y of a low
dimension have some limits on the use of the suggested
approach.  Assume that the function ¢, for some
parameter a; and mode o € O is such that b ® ¢, = 1. In
this case, the RG invariant with respect to the parameter
a; and the appropriate MAD do not exist. Hence, the
problem of fault isolation may have only a partial solution.
The problem can be solved by using additional sensors.

5.3. FAD design. Note that if p is an identity function,
then the FAD coincides with the FA since it is irreducible
by assumption. We assume that p is not an identity
function “compressing” the set of inputs I. Therefore,
the set of states S can be “compressed” as well by the
function @ and the number of the states of automaton A
can be reduced.

Note that when the function p is not the identity, we
need to reduce the automaton A (if it is possible) since
6 > my(p) # 0. Such a reduction may lead to a decrease
in the system detectability. Algorithm 1 below constructs
the FAD A..

Example 5. The description of the FA is given in Table 1,
and the values of system parameters in Example 3, defined
by modes, are given in Table 2.

Table 1. Description of the FA.

s st )
11 | 12 | i3 | 14
S1 | S1 | S2 | 83 | S4 | O1
S2 | S1 | S2 | S6 | Se | 02
S3 | S2 | S2 | 83 | S4 | 03
S4 | S5 | S5 | S4 | S3 | 03
S5 | S5 | S5 | S3 | S4 | 02
S6 | S2 | S1 | S6 | S6 | 03

From Table 1 it follows that

mx = {(s1), (52, 55), (53, 54, 56) },

while the function p and the partition 7, are found in
Example 4.

Algorithm 1. Construction of the FAD A...

Step 1. At first find the functions € and 7. Introduce
the partitions 7 and 7, respectively corresponding to the
functions 6 and 7 on the analogy of (). Write a recursion

Toi+1 = Tgj @m(ﬂ'm), 7=0,1,..., (24)
where 9o = my(m,). From @4) it follows that
mTgo < wpr < It is known (Hartmanis and
Stearns, 1966) that an integer c exists such that
Tge = Tge+1. Then mp = mge is a minimal partition
corresponding to the function 6. If 7y = 1, the FDI
problem cannot be solved; assume that 7wy # 1.

Step 2. Denote by S, the set of blocks of the partition
mp. To construct the function §, of the automaton A.,
replace the states in the table of A by the states from the
set S, according to the following rule: if the state s is in
the block of the partition 7y corresponding to s,, then s
is replaced by s.. Analogously, replace the inputs of the
automaton A by the inputs from the set I..

Step 3. To find the functions A, and 7, introduce the
partition 7 corresponding to the function A and compute
the partition mp = mp @ my; assume that my # 1,
otherwise the FDI problem cannot be solved. Consider
the first block of the partition w5 and the states s; and sg
from this block. Let A(s1) = 01 and A(s3) = 02. Then
set n(o1) = n(02) := 041. Other blocks of the partition
m are considered analogously.

Step 4. The function A, is constructed as follows: if the
state s, corresponds to the block B, of the partition 7y,
then A« (s«) = n(A(8)), s € By,.

Since p(i1) = p(i2) and p(iz) = p(ig), the states
s1 = 0(s1,41) and sy = d(s1,i2) form some block
of the partition myo; the same is true for the states
s3 = 0(s1,43) and s4 = (s1,44). As a result, mpo =

{(81, 32)7 (837 S4)a (85)7 (86)}

From (24) it follows that m(mgo) = {(s1), (82, $5),

(s3,84,86)} and g1 = {(s1, S2,85), (53, 4, S6) }- It can
be shown that mg2 = mg1. Then my = mg1, S, =
{541,842}, and

0(s) = Syl %fs € {s1, 52,85},
Syxa  if s € {s3, 54, S6}-

Compute the partition mp = mg @ mx= {(s1, S2, S5),
(837 S4, 86)}@{(81)7(827 85); (83; S4, 86)} = {(81; 52, S5)a
(83,84, 86)}. Since the outputs 01 and oy correspond to
the states si, s2, and ss, the output o3 correspond to the

@amcs
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states so, S4, and sg, then

(o) = {Z*;
m; = {(01,02), (03)}.

ifo € {01, 02},
ifo = 03,

Table 2. Values of system parameters.

Parameter Mode
01 | 02 | 03
aq 1 2 3
as 1 1 2

To construct the function \,, consider the state s,
corresponding to the block (s1, s2, s5). Since A(s1) = o1,
A(s2) = A(s5) = 02, and 1(01) = n(02) = 041, we have
Ai(841) = 041. The state s, yields M\i(s42) = 042 by
analogy. As a result, the automaton A, is described by
Table 3.

Table 3. Description of A..

Sk EN Os

Sx1 | Sx1 | Sx2 | Ox1
Sx2 | Sx1 | Sx2 | 0x2

In addition to (23)), there exists a relation between the
forms (I0) or (I4) and the FAD. Introduce in O the set of
partitions 71, ..., mp: 0 = 0/(7;) < the coefficient a; has
the same values in the modesoand o', j = 1,...,p.

Theorem 5. If the model (IQ) or ([4) contains the coeffi-
cient aj, then
Ty < T (25)

Proof.  Let (I0) or (I4) contain the coefficient a;, and
modes o and o’ be in some block of the partition 7,,. The
last means that the values of the coefficient a; are the same
in the modes o and ¢/, i.e., these modes are in some block
of the partition 7r;. From the definition of the relation < it
follows that 7, < ;. [ ]

Based on Table 2, we obtain m; = {(01), (02), (03)}
and 3 = {(01,02), (03)}. Since m, = {(01,02), (03)},
(23) is satisfied for the parameter ao, and (I4) should be
free from the parameter a;. From Example 3 it follows
that 20) does not contain the parameter a;. The values of
parameter a9 in that FAD, defined by modes, are given by

1 if 0 = 041,
az = .
2 if 0, = 049.

5.4. Analysis of the solvability of the FDI problem.
Consider the condition (h X ¢,) ® 8 # 1 from Theorem 4.
If h&® 8 # 1, then we can construct the FAD without using
the function ¢,. But it is strongly recommended to use
this function since it provides a better possibility to solve
the FDI problem. If h @ 3 = 1, use of the function ¢, is
obligatory. Consider this in detail.

From the property of operations x and @ it follows
that (Zhirabok and Shumsky, 2008)

(hx o) ®B < (h®f) x (po® B).

If h ® 8 = 1, then the only possibility to solve the FDI
problem is to find a function ¢, such that ¢, ® 8 # 1 for
all 0 € O. Algorithm 2 below checks the possibility to
solve the FDI problem under the condition h & S = 1.

Algorithm 2. Checking the possibility of solving the FDI
problem.

Step 1. Set j = 1, find an (h, f)-invariant function ¢,
such that a¥) < 0, and construct the RG in the form (IQ)
or (T4) (if possible). Let the model (IQ) or (T4} contain the
parameters a.,, Gc,, - .-, Gc, -
Step 2. Check the condition ¢, @ § # 1 forall o € O. If
it does not hold, set j := 5 + 1 and go to Step 1.
Step 3. Find the functions 3, and p from (23) and the
partition 7,,. Check the condition @3) for j = c1, j = co,
.., J = cq. If all of them hold, then the FAD for the j-th
RG can be constructed, otherwise it cannot. If j = p, stop;
otherwise set j := j + 1 and go to Step 1.

When the problem is not solved for some j and j’ as
well as appropriate functions ¢, and ¢/, we can construct
an RG in the form (I0) or (T4) for the function ¢!/ = ¢, X
¢! since itis (h, f)-invariant due to Lemma 2. In this case
we have a better possibility of solving the FDI problem
since 7r§,’ < 7, and 7r§,’ < 7!, where 7r§,’ corresponds to the
function ¢/, which provides a better chance to satisfy the
condition (23)).

If (h X o) < (3, then (h X ¢,) & B = (3, and based
on 23) we can set p := 0. In this case m;(p) = 0, and
there is no need to reduce the automaton A, but we can try
to reduce it using (23)) as follows.

Let the model (I0) or (I4) contain the parameters
aj,,-...,a;,; then, by Theorem 5, m,;, < 7;,...,m; <
m;, hold, which implies that m,, < m; x --- x ;.. If
mj, X - xmj, # 0, wecansetm, ;= m; X---xm; and
find the functions 7 and A" = n(\).

The procedure of reducing the automaton A with the
output function X, i.e., finding the functions d, and A, is
as follows. Find the sequence of functions

=N, G =NxMWN)x- - x M),
i=0,1,...,
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where M°()\') = \. When £¢ = £+ for some c, set § :=
&¢; the function € is maximal §-invariant by construction
(Zhirabok and Shumsky, 2008).

Since the functions €% = X and M7 ()\') are specified
by tables, for computations we use the partitions that
correspond to these functions. Let 7y, be the partition
on the set S induced by )\ according to (6). Find the
sequence of partitions, corresponding to the functions &7:

7 =y X M(mar) X -+ x MY (ma0),
j=0,1,... (26)

T =T,

When 7§ = 775“ for some c, then the partition g = 75
has a substitution property (Hartmanis and Stearns, 1966)
that corresponds to d-invariance; if g # 0, i.e., if at least
one block of the partition contains more than a single state,
the automaton A with the output function )\’ is reducible.

In addition to reducing the set of states of the
automaton A, we may reduce the set of its inputs using
the operator M; as follows. Calculate the partition 7, =
M (mg). Observe that Theorem 3 requires m;(p) < 6,
or p < M;(0) to be satisfied. Note that the choice
p = M;(0) guarantees the minimal number of inputs in
A,. If p # 0, denote by I, the set of blocks of the partition
m,, corresponding to the function p, and construct the
automaton A, by Algorithm 1.

6. Example

Consider the control system
+ Uy .
i =g - assign(zr — x2)/|x1 — x2| + 21,
u .
i = Clgﬁ—Q + agsign(zy — x2)\/ |71 — X2|
2
— agassign(ze — x3)+/|r2 — 23] + 22, 27
xg' = asassign(xs — x3)\/|r2 — x3|
—ag\/ w3 — U7 + w3,
Yy =T, Y2 =172,

where ay = 194\/ 2198/191, as = 195\/ 2198/192, and ag —
P/ 205 /3.

Equations (7)) constitute a modified sampled-data
model of the well-known example of a three tank system

Fig. 3. Three-tank system.

(Patton, 1994), see Fig. 3. The system consists of three
consecutively linked tanks with the areas of cross-section
91, ¥2, and ¥3. The tanks are linked by pipes with the
areas of cross-section 14 and 5. The liquid flows into the
first and the second tanks and flows out of the third one
through the pipe with the area of cross-section ¢ located
at height 97; ¥y is the gravitational constant. The levels
of liquid in the tanks are x1, x2, and 3, respectively.

The FA is given by Table 4 and the MA by the
function

i1 ifxe — a3 > a,
i=px)=<1iy if —1<z9—123<a, (28)

i3 ifas —x3 < —1

for some constant @ > 0. The parameters a;, as, and ag
depend on the output of the FA as described in Table 5.
The parameters a4, a5, and ag do not depend on the
output; they reflect faults in the system which appear as
leakages in the first, second, and third tank, respectively.

Table 4. Description of the FA.

s st o
11 | 12 | i3
S1 | 81|82 | 84 | 01
S2 | S1 | S2 | S3 | 02
S3 | S1 | S2 | S3 | 03
Sq4 | S1 | S2 | Sa | 04

Table 5. Values of system parameters.

Parameter Mode
01 | 02 | 03 | 04
ay 0.1 0.1 0.1 0.2
as 0.1 { 0.07 | 0.05 | 0.03
as 0.1 0.2 0.2 0.2

Clearly, h @ 8 = 1; therefore, we use Algorithm 2.
Evaluate the function o(¥ (2) = (21 + 29, 23)7. Check
the possibility of constructing an RG. Set 7° := (z; +
x9,13)7; since v° x h = 0 and m(0) = 0, from (I2)
it follows that p(z) = v°(z) = (z1 + 29, 23)7. Since
pxh=0< Band (¢ ® h)(x) = x1 + x2, We can
construct an observer based RG and set p := 0.

Set 2.1 := ¢1(x) = @1 + X2, Tua := 2(x) = 3.
The observer is described by

+ _ U2

Ul +
T4 =a1— az—
*1 191 192

— a2a5sign(yz — T2)V/ Y2 — T2 + Y1 + 2,
33*+2 = aza58ign(y2 — Tx2)V/ |y2 — Tu2|

@amcs
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— a6V Tea — V7 + T,

Yu = Tul, T1=Y1 +Y2 — Yx-

(29)

and the gain K is omitted for simplicity. Since the
observer contains all parameters a; to as, the FAD
coincides with the FA. The function §, is defined as
follows:

iy if Y2 — Tx2 > @,
B*(x*vy) = i2
i3 ifyg — Ty < —1.

if—1§y2—$*2<a,

Since m(h) = z; and o'(z) @ m(h) = 1, the condition
(T2 does not hold. Therefore no RG based on parity
relations exists.

From (29) it follows that, since as # 0, the
sensitivity of the residual 7; to deviation in a5 may change
but does not equal zero; simulation confirms this fact.
Besides, the sensitivity to ag does not depend on the mode.

Compute the function o® (z) = (21,20 + x3)7.
It can be shown that o(z) = (21,72 + x3)7, and the
observer is described by the equations with x,; = z1,

Ty i= X9 + T3 :
Uy .
mjl = a119_1 — agsign(yr — y2)V/ |y1 — ya| + y1,
U .
xfz = a3ﬁ—2 + agsign(yr — y2)V/ |y — y2|

2
—ag\/Ts2 — Y2 — V7 + Ty,

Y = Tx1, T2 =Y1 — Yx- (30)

Clearly, the sensitivity of the residual 5 to a deviation in
a4 does not depend on the mode.

These equations contain the parameters a; and as,
therefore we can set m, = m X w3 = {(01,02,03),
(04)} x {(01),(02,03,04)} = {(01),(02,03),(04)},
therefore my = {(s1), (s2, s3), (s4)}. The formula 28)
yields mgp = {(s1), (82, 53),(s4)}. The FAD is given in
Table 6.

Table 6. Description of the FAD.

Sa st Ox
W | s

S1x | S1x | S2x | S3x | O1x
S2% | S1x | S2x | S2x | O2«
S3x% | S1x | S2% | S3x | O3«

The function g, is defined by

il if 2y2 — X4 Z a,
Bu(u,y) =i if —1< 2ys — x40 < a,
i3 if2y2—$*2 < —1.

Table 7. Values of the parameters a1 and as.

Parameter Mode
O01x | 02« | 03x
ay 0.1 | 0.1]0.2
as 0.1 102]0.2

The parameters a; and as in the observer depend on
the output of the FAD as given in Table 7.

One may check that the conditions of Theorem 2 hold
and hence p(z) = 1. But (¢ x h) @ 5 = 1 and no RG
based on parity relations exists.

Compute the function o) (z) = (21, 22)7. In this
case, Theorems 1 and 2 produce the same result p(z) =
x1. Since (p X h) @ B = 1, neither observer based nor
parity relations based RG exists.

Clearly, the matrix of syndromes Sp is given by

01 1
SD:(1 0 1>’

where the rows correspond to the residuals r; and 79,
while the columns to the parameters aq4, a5, and ag.

For simulation, set a4 := 0.2, asg := 1, agy :=
0.1, 970 := 0.1, a := 0.3, w3 = ug := 0.1. Figures 4
and 5 show the behavior of the difference x2(t) — x5(¢)
and the state s, respectively, where s = ¢ corresponds
to the state s;, ¢ = 1,...,4. Multiple switchings in the
interval ¢ = 50 + 100 can be explained by the proximity
of xo(t) — x3(t) to a = 0.3 here; two switchings after
t = 120 are due to changing the parameter ag.

Figure 6 shows the behaviour of the residual r; for
the observer (29) when the parameter ag abruptly changes
at t = 120 from agp = 0.1 to ag = 0.2 while a4 abruptly
changes at t = 30 from a9 = 0.2 to a4 = 0.1 onward.
Figure 7 shows the behavior of the residual ry for the
observer (30) when the parameter a4 abruptly changes
at t = 65 from ayg = 0.2 to ay = 0.05 onward. The
behavior of r; shows its sensitivity to the parameter ag
and insensitivity to a4, which corresponds to the model
(29). Simulation shows that the change in a4 to a4 = 0.01
yields another picture of multiple switchings.

7. Conclusion

The paper addressed the fault diagnosis problem in hybrid
systems. A solution to this problem was proposed in
the form of a bank of hybrid residual generators. Such
generators are based on both closed-loop (diagnostic
observers) and open-loop techniques (parity relations).
The latter was is used for applying a nonparametric
method of diagnosis. It was shown that the fault diagnosis
problem can be solved under some (sufficient) solvability
conditions.
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Fig. 4. Evolution of the difference x2 — x3.

Fig. 5. Evolution of the state s.

Fig. 6. Evolution of the residual 1 for the observer (29).

t

L i
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Fig. 7. Evolution of the residual o for the observer (30).

The future plan regarding research covers studying
the asynchronous problem and improving the detection
efficiency based on weighted residual signals (Li et al.,
2016).
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