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Group signature schemes play a vital role in protecting identity privacy of a member of a group who signs a message using
the group signature. However, in the existing group signature schemes the centralized group manager has control over all
the participants, and these managers can be malicious. They may take a biased decision when there is a dispute among
the group members or while revealing the identity of a group member. To overcome the trust issues related to centralized
group managers and to improve user privacy, a decentralized group signature scheme (DGSS) is proposed by decentral-
izing the role of the group manager. The proposed scheme will be more suitable for decentralized environments like a
blockchain. Security analysis along with the proof of correctness is also provided for the proposed scheme. A framework
for a blockchain-based e-auction protocol using the DGSS is also proposed in this paper.
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1. Introduction

Nakamoto and Bitcoin (2008) pointed out that although
today’s commerce on the Internet is totally relied on a
trusted third party and is working well enough, it suffers
from the inherent problems of trust-based models. The
authors proposed a peer-to-peer electronic cash system
by the name of bitcoin, which allows online payments to
be sent from one party to another without the need for
any trusted party. Today, the decentralized public ledger
technology in peer-to-peer networks (Li et al., 2019;
Kobusińska et al., 2016) is becoming popular and is called
the blockchain technology. It has received considerable
attention recently with the continuous development in
financial and non-financial domains (Fernandez-Vazquez
et al., 2019) and its security features. This led to a flurry of
advancements in various applications using blockchains.
The blockchain offers various security features such as
transparency, immutability, or traceability in business
transactions (Al Jawaheri et al., 2020). Although all
blockchain systems possess these security features, few of
business applications like e-auction, crowd funding, etc.,
emphasize user privacy.
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Blockchains are majorly categorized (Feng et al.,
2019) as (i) public blockchains, which are open to anyone
with read and write permissions and any participant
can join the consensus process for decision making;
(ii) consortium blockchains, where more than one
organization can come together to form a network, and
read permission is open to all within the network but
certain constraints are placed on write permissions where
only identified participants from different organizations
can participate in the consensus process; (iii) private
blockchains, where only one organization can form a
network, and read permission is open to all within
the network or organization but write permissions are
restricted to only identified members of that organization
who can participate in the consensus process.

Transactions play a vital role in any blockchain
system (Zheng et al., 2020). They are first created by
various users and broadcast on the network, and then
validated by the network, and subsequently all such
validated transactions form a block to be finally added
into the blockchain. The transaction data structure can
encode the transfer of value from one party to another
in the system, and every transaction is a public entry
(Androulaki et al., 2013) in a publicly available global
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ledger blockchain. In order to transact on a blockchain,
the user requires a public-private key pair where the public
key is used for account identification and the private key
to sign the transaction. Since every transaction in the
blockchain network is publicly available, anyone in the
network can inspect and analyse it.

In the recent past, numerous papers have been
published on the blockchain, and several have focused
on security and privacy. Kong et al. (2018) proposed a
personal identification system based on a brain network
of EEG signals. Bonneau et al. (2015) analyzed the
anonymity problem and reviewed privacy enhancing
methods. Karame (2016) analyzed the risks and possible
attacks in bitcoin systems. The author even proposed
a few mitigation strategies to address the issues. Conti
et al. (2018) reviewed the existing security loopholes in
bitcoin. Li et al. (2017) surveyed the security risks,
possible attacks and vulnerabilities that can be exploited
for various blockchain systems. There are studies showing
the possibilities to de-anonymize users by creating a
transaction graph for various transactions done on a
blockchain (Reid and Harrigan, 2013; Ron and Shamir,
2013). The emerging blockchain technology has been
solving many problems and entering into almost all the
emerging fields (Gao et al., 2018), and one such a field is
e-auctions.

Over the years, several kinds of auctions have been
invented (Krishna, 2009). The most well-known is the
English auction, in which the buyer who offers the highest
price will win the auction. Eventually, auctions began to
take place online, as e-auctions. The e-auctions market is
huge, as demonstrated by websites like eBay, which had
more than 170 million active buyers in 2018.1 A buyer
who wants to purchase goods or services from sellers
need to submit bids. The buyer wants the lowest price,
while each seller hopes to get competitive prices from
the buyers. To facilitate this mechanism, a trusted third
party is required to host the auction and to achieve the
privacy of the participants and fairness exchange. But the
trusted third party holds a lot of important information
about the users. So, this may lead to potential threats
(Jouini et al., 2014) from single-point attacks to collusion
attacks all the time, and it is also difficult to find a fully
trusted third party to play such a role in reality.

Recently, many auction protocols have been
deployed on top of the blockchain to take advantage
of the decentralization, transparency, immutability and
verifiability properties of the blockchain, and to get rid
of the above shortcomings that were brought by the third
party (Chen et al., 2018). But as every transaction in
the blockchain network is publicly available, transaction
analysis can reveal the original identity of the user and

1https://in.ebay.com/.

their monetary values. The blockchain can be very much
regarded as a trusted party for correctness and availability
but not for privacy. Considering the public nature of
transactions in the network and the privacy challenge of
the identity of a user in blockchains, we propose a novel
decentralized group signature scheme (DGSS) that can be
utilized in blockchains.

The rest of this paper is organised as follows.
Section 2 describes the related work. The correctness
and security definitions are discussed in Section 3. We
analyse proposed decentralized group signature scheme
in Section 4. In Section 5 a numerical example of
the proposed DGSS is given. In Section 6 the proof
of correctness and security analysis of the DGSS is
discussed. Section 7 demonstrates a blockchain-based
e-auction protocol using DGSS. Finally, Section 8
concludes the paper.

2. Related work

The digital signature is a cryptographic technique used
to verify the authenticity of a message and the identity
of the sender. A valid signature ensures the integrity
of the message as well as non-repudiation. The idea
of digital signatures was extended for groups by Chaum
and Van Heyst (1991), who first grouped the signature
scheme. Any member of the group can anonymously
sign a message using group signature without revealing
his/her real identity, and the identity of the signer can be
revealed by a designated manager of the group. Another
group signature scheme that allows members to join and
leave the group dynamically was proposed by Chen and
Pedersen (1994). Later, Kim et al. (2000) proposed
a group signature scheme that allows revoking group
members efficiently. Some open challenges and new
research directions in the group signature scheme were
discussed by Ateniese et al. (2002), like coalition attacks
and deleting group members .

Lee et al. (2009) proposed a new group signature
scheme that can achieve authenticity, integrity
and non-repudiation with confidentiality by using
authenticated encryption. Using this new group signature
scheme, they designed a sealed-bid auction protocol
where confidentiality of the bids is maintained till the
bids are opened. Sun et al. (2013) proposed another
group signature scheme by adding one more random
number to Lee et al. (2009) group signature to improve
security weaknesses. Tsai et al. (2018) claimed that their
group signature scheme is based on the discrete logarithm
problem that addresses security and efficiency concerns.

The origin of the blockchain has begun with removal
of the trusted third-party and further bringing trust among
the untrusted group (Wang et al., 2019). In the literature
all researchers have focused on various security issues
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of group signature, schemes and their designated group
manager has always remained a trusted third party only.
In this paper, as our first contribution, we decentralize the
role of the designated group manager of a static group
signature scheme to address the trust issues of centralized
group manager.

Recently, many researchers have been focusing on
integrating blockchains with e-auction. Kosba et al.
(2016) presents Hawk, a framework for creating an
Ethereum smart contract on the blockchain. Hawk utilizes
a zero knowledge proof (ZKP) to prove the honesty of
the manager, but it will take a long time to produce
the proof and deploying the ZKP in a smart contract is
complex (Zhang et al., 2019). Blass and Kerschbaum
(2018) present the Strain protocol to implement sealed-bid
auction on the blockchain that protects bid privacy
against fully malicious parties. But the protocol
requires multiple interactions between each participant,
and the communication and computation overheads
are very large for individual users. Sánchez (2018)
proposed Raziel, a system that combines multi-party
computation (MPC) and ZKP cryptographic primitives
to guarantee the privacy, correctness and verifiability of
smart contract. Galal and Youssef (2018) presented a
protocol for running sealed-bid auctions on Ethereum.
This protocol ensures public verifiability, privacy of bids,
and fairness. Lafourcade et al. (2019) showed that a
bidder’s privacy in a blockchain-based e-auction protocol
is still a big challenge, because every transaction within
the blockchain system is open to all and can be inspected
and analysed to link real identities. In this paper, as our
second contribution, we utilize our proposed decentralized
group signature scheme (DGSS) to enhance the bidders’
privacy in a private blockchain-based e-auction protocol.

3. Correctness and security definitions

In this paper, we adopt the definition of group signature
schemes and security definitions from the work of Bellare
et al. (2003).

Definition 1. (Decentralized group signature scheme)
A decentralized group signature scheme DGSS =
(Init , Sign,Verify , Identify) is a collection of four
polynomial-time algorithms defined as follows:

Init: The initiation algorithm Init takes the secret key of
group managers xj , random integer kij in Z∗

q chosen by
group managers, public key yi (1 ≤ i ≤ m) of the group
members as an input and returns (rij , sij) (1 ≤ j ≤ n).

Sign: The signing algorithm Sign takes message
Moriginal , attachment Mcheck , two random integers N1,
N2 in Z∗

q as input and returns group signature DGSS.

Verify: The verification algorithm Verify takes group
signature {A,B,C,D,Mcheck}, private key of the

receiver xl, collision-resistant hash function h(·) as input
and returns message M .

Identify: The identifying algorithm Identify takes public
keys of the group members yi(1 ≤ i ≤ n), random
integers kij(1 ≤ j ≤ m) of each group member,
parameter B as input and returns the public key yi of the
actual signer.

Definition 2. (Correctness) The signature produced by
the honest group member should always be accepted, i.e.,
the Verify(·) algorithm should return 1. The Identify(·)
algorithm should always identify the actual signer of the
message for the given valid message and group signature.

Definition 3. (Unforgeability) It is computationally
difficult for any unauthorized member to produce a valid
signature on behalf of the group. Only an authorized
member of the group can produce a valid signature on
behalf of the group.

Definition 4. (Anonymity) It is computationally difficult
for anyone to determine the actual signer of the message
for a given valid group signature.

Definition 5. (Unlinkability) It is computationally
difficult for anyone to determine whether or not the two
valid group signatures are produced by the same user.

Definition 6. (Traceability) It is computationally difficult
for anyone except group managers to track the identity of
the actual singer. If there is any dispute among the group
members or as per requirement, all the group managers
together can identify the actual signer.

4. Proposed decentralized group signature
scheme

To address the user identity privacy challenges in a
blockchain, a decentralized group signature scheme
(DGSS) is proposed that is based on the difficulty of
the discrete logarithm problem. In the literature most
of the existing group signature schemes (Agarwal and
Saraswat, 2013) contain a designated group manager as
a centralized party to reveal the identity of the group
member upon requirement. The proposed scheme is
based on the assumption that a group manager may
be malicious. A malicious manager carries the risk
of revealing identities and of a collusion attack. On
the other hand, the origin of a blockchain has begun
to bring trust among the untrusted party, where the
individual party can behave maliciously but as a group
they cannot. The existing group signature schemes
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available in the literature are not suitable to address
the privacy leakage of the e-auction protocol because
of the centralized group manager. In this section we
decentralize the designated group manager of the discrete
logarithm-based group signature scheme (Lee et al., 2009)
to address the privacy issue of the blockchain-based
e-auction protocol. The proposed DGSS consists of
four polynomial-time algorithms: the Initiation algorithm,
the Signing algorithm, the Verification algorithm, and
the Identification algorithm. The DGSS is described as
follows.

4.1. Initiation algorithm. Let p and q be two large
prime numbers such that q|p − 1, and g be a generator
with order q in GF (p). Each group member Ui (1 ≤ i ≤
m) selects the private key xi and computes the public key
yi = gxi mod p. Receiver l chooses his/her private key
xl randomly and computes public key yl = gxl mod p.
Each group manager Tj (1 ≤ j ≤ n) selects his/her
private key x′

j and computes the public key y′j = gx
′
j

mod p. For each group member Ui, each group manager
Tj randomly chooses an integer kij in Z∗

q and computes

rij = (yi × kij − x′
j) mod q, (1)

sij = y
kij

i mod p. (2)

Now, each group manager Tj sends pair (rij , sij) to
the group memberUi. After receiving (rij , sij) pairs from
all the group managers, the group member Ui computes
the certificate as follows:

Ri =
n∑

j=1

rij , (3)

Si =

n∏

j=1

sij . (4)

After computing (Ri,Si), the group member Ui can
verify the validity of the certificate by checking the
following equation:

Syi

i mod p = (gRi ×
n∏

j=1

y′j)
xi mod p. (5)

The proof of validity is given in Section 6.1.

4.2. Signing algorithm. In a DGSS, a short message
Mcheck is added as a test. Group member Ui generates a
group signature for message Moriginal by computing the
following:

1. Compute M = Mcheck‖Moriginal , where the
symbol ‖ stands for concatenation.

2. Group member Ui selects two random numbers
N1,N2 in Z∗

q .

3. Ui computes four parameters A,B,C,D as follows:

A = xi ×N1 ×N2 mod q, (6)

B = SN1×N2×yi

i mod p, (7)

C = M × y
−N1×A×h(B)
l mod p, (8)

D = N1 −Ri × h(C) mod q. (9)

4. Group signature for message M is {A,B,C,D,
Mcheck}.

4.3. Verification algorithm. The receiver can now
reconstruct and check the validity of message M in the
following steps:

1. Reconstruction of the message M is computed as
follows:

M = C ×
[
gD×A ×

n∏

j=1

y
′−h(C)×A
j

×Bh(C)
]xl×h(B)

mod p. (10)

2. Message M is valid if and only if

Mcheck
?
= head(M, s) (11)

where h(·) is a collision-resistant hash function, Mcheck

is a binary string with s bits, and head(M, s) is a function
which returns the first s bits of binary string M . The
signature is valid if and only if the above equation holds.
The proof of validity is given in Section 6.

4.4. Identification algorithm. When there is a dispute
among the group members, the group signature must be
opened to reveal the real identity of the actual signer. As
group manager Tj has access to (yi, kj) of each group
member Ui, group manager Tj acquires the (yi, kij) of
Ui and looks for the signature that satisfies the following
equation:

B = g
A×

n∑

j=1

kij×yi

mod p (12)

for i = 1, 2, 3, . . . , n, where n is the size of group.
Thereby, the group manager can determine the signer.

5. DGSS example

In this section, a numerical example of the proposed
DGSS is discussed in detail.
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5.1. Initiation algorithm.

• Let p = 227, q = 113 such that q|p− 1

• GF (227) = {0, 1, 2, . . . , 226} and 4 is a generator
with order q.

• Group member U1 chooses private key x1 = 3 and
computes public key y1 = 64 (i.e., yi = gxi modp).

• Each group manager Tj (1 ≤ j ≤ 3) computes their
corresponding (r1j , s1j) pairs as follows:

Group manager T1:

• T1 chooses his/her private key x′
1 = 4 and computes

public key y′1 = 29

• T1 randomly chooses an integer k11 = 3 from z∗113
for group member U1 and computes pair (r11, s11)
as follows:

r11 = (64× 3− 4) mod 113

= 75, (from (1))

s11 = 643 mod 227 = 186. (from (2))

• T1 sends (r11, s11) = (75, 186) to U1.

Group manager T2:

• T2 chooses his/her private key x′
2 = 5 and computes

public key y′2 = 116.

• T2 randomly chooses an integer k12 = 7 from z∗113
for group member U1 and computes (r12, s12) pair
as follows:

r12 = (64× 7− 5) mod 113

= 104, (from (1))

s12 = 647 mod 227

= 213, (from (2))

• T2 sends (r12, s12) = (104, 213), to U1.

Group manager T3:

• T3 chooses his/her private key x′
3 = 6 and computes

public key y′3 = 10.

• T3 randomly chooses an integer k13 = 8 from z∗113
for group member U1 and computes (r13, s13) pair
as follows:

r13 = (64× 8− 6) mod 113

= 54, (from (1))

s13 = 648 mod 227

= 12. (from (2))

• T3 sends (r13, s13) = (54, 12) to U1.

• Now, group member U1 computes his/her (R1, S1)
pair as follows:

R1 = (75 + 104 + 54) mod 113

= 7, (from (3))

S1 = (186× 213× 12) mod 227

= 78. (from (4))

• U1 verifies the correctness of his/her (R1, S1) pair
using Eqn. (5):

7864 mod 227

=
[
47(29× 116× 10)

]3
mod 227,

82 = 82.

• Equation (5) holds. Hence, pair (R1, S1) is valid.

5.2. Signing algorithm.

• Group manager U1 generates a group signature for
the message MOriginal = 27 by concatenating
MCheck = 5 using the following steps:

1. M = 27||5 (M = MOriginal ||MCheck )
M = 221.

2. U1 selects two random integers N1 = 4, N2 =
5 in Z∗

113.

3. U1 computes four parameters A,B,C,D as
follows:

A = (3×4×5) mod 113, (from (6))

A = 60,

B = 784×5×64 mod 227, (from (7))

B = 7,

C = 221×16−4×60×h(7) mod 227, (from (8))

C = 203,

D = 4− 7× h(203) mod 113, (from (9))

D = 61.

Note: Let h(7) = 3 and h(203) = 8.

4. The group signature for the message 221 is
{60, 7, 203, 61, 5}.
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5.3. Verification algorithm.

• Receiver can now reconstruct the message using
the group signature {60, 7, 203, 61, 5} and check the
validity of the message using his/her private key
x11 = 2 and public y11 = 16.

1. Reconstruction of the message is computed
using Eqn. (10):

203×
[
461×60 × (29× 116× 10)−8×60

× 78
]2×4

mod 227

= 203×
[
43660 × (33640)−480

× 78
]8

mod 227

= 203×
[
43660 × (33640)198

× 78
]8

mod 227

= 203×
[
444 × (33640)198

× 78
]8

mod 227

= 221.

2. The message 221 is valid if Eqn. (11) holds:

head(221, 3) = head(11011101, 3)

= 101 = 5

• Equation (11) holds. Hence, the message is valid.

5.4. Identification algorithm.

• All the group managers use public keys of the group
members and their random integer kij to identify the
actual signer of the message.

• The public key of group member U1 is y1 = 64 and
random integers of all the group managers are k11 =
3, k12 = 7 and k13 = 8.

• If (12) holds then the user with public key x1 = 3 is
the actual signer

460×((3×64)+(7×64)+(8×64)) mod 227

= 460×(192+448+512) mod 227

= 460×1152 mod 227

= 469120 mod 227

= 4190 mod 227

= 7.

• Equation (12) holds. Hence the user with public key
y1 = 64 is the actual signer of the message.

6. Proof of correctness and security analysis

The security analysis and the proof of correctness for the
proposed DGSS is discussed in this section. The DGSS is
holding all the security properties of the group signature
scheme even after decentralizing the group manager Lee
et al. (2009).

6.1. Correctness for pair (Ri, Si). After computing
pair (Ri, Si), group member Ui can verify the validity of
the certificate as follows:

(gRi ×
n∏

j=1

y′j)
xi mod p

= (g

n∑

j=1
rij ×

n∏

j=1

y′j)
xi mod p (from (3))

= (g

n∑

j=1

(yi×kij−x′
j) ×

n∏

j=1

y′j)
xi mod p (from (1))

= (g
yi×

n∑

j=1

kij−
n∑

j=1

x′
j ×

n∏

j=1

gx
′
j)xi mod p

= (g
yi×

n∑

j=1

kij−
n∑

j=1

x′
j × g

n∑

j=1

x′
j

)xi mod p

= g
xi×yi×

n∑

j=1

kij

mod p

= (g
xi×

n∑

j=1

kij

)yi mod p

= (
n∏

j=1

gxi×kij )yi mod p

= (

n∏

j=1

y
kij

i )yi mod p

= (

n∏

j=1

sij)
yi mod p (from (2))

= Syi.

It is discussed in Section 4.3 that for the group
signature on message M ={A,B,C,D, Mcheck} from
Eqn. (10), it can be as follows:

C ×
[
gD×A ×

n∏

j=1

y
′−h(C)×A
j

×Bh(C)
]xl×h(B)

mod p

= C ×
[
g(N1−Ri×h(C))×A × g

−
n∑

j=1

x′
j×h(C)×A

× S
N1×N2×h(C)
i

]xl×h(B)

mod p (from (9))
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= C ×
[
gN1×A−Ri×h(C)×A × g

−
n∑

j=1

x′
j×h(C)×A

× (gRi ×
n∏

j=1

y′j)
xi×N1×N2×h(C)

]xl×h(B)

mod p

(from (5))

= C ×
[
gN1×A−Ri×h(C)×A × g

−
n∑

j=1

x′
j×h(C)×A

× gRi×xi×N1×N2×h(C)

× g

n∑

j=1

x′
j×xi×N1×N2×h(C)

]xl×h(B)

mod p

= C ×
[
gN1×A−Ri×h(C)×A

× g
−

n∑

j=1

x′
j×h(C)×A

× gRi×A×h(C)

× g

n∑

j=1
x′
j×A×h(C)

]xl×h(B)

mod p (from (6))

= C ×
[
g
N1×A−Ri×h(C)×A−

n∑

j=1

x′
j×h(C)×A

× g+Ri×A×h(C)
+

n∑

j=1
x′
j×A×h(C)]xl×h(B)

mod p

= M × y
−N1×A×h(B)
l × gN1×A×xl×h(B) mod p

(from (8))

= M × g−N1×A×h(B)×xl × gN1×A×xl×h(B) mod p

= M × g−N1×A×h(B)×xl+N1×A×xl×h(B) mod p

= M.

6.2. Security analysis. The security of the proposed
DGSS is based on the difficulty of the discrete logarithm
problem. The DGSS satisfies all the security properties as
follows.

6.2.1. Unforgeability. An attacker can generate a valid
group signature if and only if he have a valid (Ri, Si) and
xi. Even with the assumption that the attacker has a valid
(Ri, Si), in order to generate a valid group signature, he
or she first needs to compute the value of B by Eqn. (7),
which is not feasible as N1, N2 are not known, and then
the values of parametersA,C,D by Eqns. (6), (8) and (9).
As for the proposed scheme, the attacker does not have the
secret key xi. Hence he or she can never be able to forge
the group signature.

6.2.2. Anonymity. Given a valid group signature
{A,B,C,D, Mcheck} it is difficult for anyone except

the group managers to identify the actual signer. All the
private information inside the group signature is protected
by random parameters. In group signature {A,B,C,D,
Mcheck}, only A and B have the identity information. So,
whether the scheme has anonymity by A and B or not is
discussed.

Attack 1: Given a valid group signature {A,B,C,D,
Mcheck} and the equation A = xi × N1 × N2 mod q,
one can compute

gA = gxi×N1×N2 mod p

= yN1×N2

i mod p.

If the attacker has N1, N2, then he/she can compute
yi and find the actual signer’s identity. But the random
integers N1, N2 are unknown and thus it is not feasible to
find the actual signer. Therefore, the proposed DGSS has
anonymity by parameter A.

Attack 2: Given a valid group signature {A,B,C,D,

Mcheck} and the equation B = SN1×N2×yi

i mod p, one
can compute

SN1.N2.yi

i

= (gRi ×
n∏

j=1

y′j)
xi×N1×N2 mod p

(from (5))

= (g

n∑

j=1

rij ×
n∏

j=1

gx
′
j )xi×N1×N2 mod p

(from (3))

= (g

n∑

j=1

(yi×kij−x′
j) × g

n∑

j=1

x′
j

)xi×N1×N2 mod p

(from (1))

= g

n∑

j=1

kij×yi×xi×N1×N2

mod p

= y

n∑

j=1

kij×N1×N2×yi

i mod p.

If the attacker has
∑n

j=1 kij , N1, N2, then he/she
can compute yi and find the actual signer’s identity. But∑n

j=1 kij , N1, N2 are unknown and hence no one can
find the actual signer. Therefore, the proposed DGSS has
anonymity by B. Because of anonymity of A and B, the
proposed DGSS has anonymity by C and D, respectively
by Eqns. (8) and (9). Hence, the entire group signature
{A,B,C,D, Mcheck} has anonymity.

6.2.3. Unlinkability.

Lemma 1. To determine whether the two
group signatures {A,B,C,D, Mcheck} and
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{A′
, B

′
, C

′
, D

′
,M

′
check} are generated by the same

user, the following equation should hold:

B

B′ =
(
gA

gA′

) n∑

j=1

kij×yi

mod p. (13)

Corollary 1. It is computationally infeasible to de-
termine that two group signatures were generated by the
same user.

Proof. We have
B

B′ =
SN1×N2×yi

i

S
N ′

1×N ′
2×yi

i

mod p (from (7))

=

(
n∏

j=1

sij

)N1×N2×yi

(
n∏

j=1

sij

)N ′
1×N ′

2×yi
mod p (from (4))

=

(
n∏

j=1

yi
kij

)N1×N2×yi

(
n∏

j=1

yikij

)N ′
1×N ′

2×yi
mod p (from (2))

=

⎛

⎝y

n∑

j=1
kij

i

⎞

⎠
N1×N2×yi

⎛

⎝y

n∑

j=1

kij

i

⎞

⎠
N ′

1×N ′
2×yi

mod p

=

(
g
xi

n∑

j=1

kij

)N1×N2×yi

(
g
xi

n∑

j=1

kij

)N ′
1×N ′

2×yi
mod p

=

(
gxi×N1×N2

)
n∑

j=1

kij×yi

(
gxi×N ′

1×N ′
2

)
n∑

j=1

kij×yi

mod p

=

(
gA

gA′

) n∑

j=1

kij×yi

mod p. (from (6))

�
Corollary 1 holds true because the attacker does not

have knowledge of
∑n

j=1 kij × yi, and solving Eqn. (13)
boils down to a DLP hard problem along with unknown
random parameter kij .

6.2.4. Traceability. Group managers Tj have access
to (yi,

∑n
j=1 kij) of each group member Ui. So, they can

acquire (yi, kj) of Ui satisfying the equation

B = gA×∑n
j=1 kij×yi mod p

for i = 1, 2, . . . ,m, where m is the number of group
members. Therefore, the set of group managers together
can determine the actual signer, thereby making the
proposed DGSS traceable if required.

7. Blockchain-based e-auction protocol
using the DGSS

In this section, we introduce different types of roles used
in the proposed blockchain-based e-auction protocol.

7.1. Roles. There are mainly four roles in the
proposed protocol: the bidder, registration manager,
auction manager and identity manager.

Bidder: The user/bidder Ui with unique identity ID i

chooses a private key xi and computes public key yi =
gxi mod p. The user/bidder with a valid key pair can bid
for the goods.

Registration manager: The registration manager (RM )
with private key xRM and public key yRM = gxRM mod
p is responsible for registering each bidder and computes
respective key pairs for the bidders.

Auction manager: The auction manager (AM ) with
private key xAM and public key yAM = gxAM mod p
is responsible for maintaining the goods information. The
AM is also responsible for determining the winning bid
and also opens it to other bidders to check the validity of
the winning bid.

Identity manager: The AM can only determine the
winning bid without knowing the real identity of the
winner. Hence, the AM sends the winning bid to the RM
and the RM can find the real identity of the winner, but
takes more time for determining the winner’s real identity.
For reducing the winner identity determination time, the
AM sends winning bid and its information to the IM .
The IM with private key xIM and public key yIM =
gxIM mod p processes it and sends its corresponding
information to the RM . Finally, the RM can determine
the winner’s identity in a short time.

7.2. Proposed e-auction protocol. The proposed
blockchain-based e-auction protocol comprises three
phases: the bidder registration phase, bidding phase
and the winner identification phase. Each phase of the
proposed protocol is described as follows.
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7.2.1. Bidder registration phase. Bidder Ui (1≤ i ≤
m) secretly sends (ID i, yi) to all the RM j’s (1≤ j ≤
n) for the registration. After receiving the registration
request, each RM j chooses a random integer kij such
that gcd(kij , q) = 1, where p and q are large prime
numbers, and another random integer RN ij for each Ui,
and computes the certificate for the bidder as follows:

rij = yi × kij − xRM mod q, (14)

sij = y
kij

i mod p. (15)

Now, each RM j sends the corresponding (rij , sij)
pair to the bidder Ui. The bidder collects all the (rij , sij)
pairs from all the group managers and computes his/her
summarized pair as follows:

Ri =
n∑

j=1

rij , (16)

Si =

n∏

j=1

sij . (17)

After computing (Ri, Si) and
∑n

j=1 RN ij , bidder
Bi can verify the validity of the certificate by the
following equation:

Syi

i mod p = (gRi × yRM )xi mod p. (18)

The certificate is valid for bidder Ui if (18) holds.∑n
j=1 RN ij is a linking value, and RM j can use it

to reveal the real identity of the winning bidder. In
the meantime, RM j stores the bidder’s information as
off-chain storage as in Table 1.

7.2.2. Bidding phase. If bidder Ui wants to participate
in the auction, then he/she needs to compute the
following:

1. Bidder Ui sends his/her random number RN i and
identity of the goods kept for auction GNO i to the
IM .

Table 1. Bidder’s information at RMj’s off-chain storage.
Identity Public key Integer Linking value

ID1 y1
n∑

j=1

k1j
n∑

j=1

RN 1j

ID2 y2
n∑

j=1

k2j
n∑

j=1

RN 2j

ID3 y3
n∑

j=1

k3j
n∑

j=1

RN 3j

...
...

...
...

IDm ym
n∑

j=1

kmj

n∑
j=1

RNmj

2. The IM selects a random integer di and computes
NO i = GNO i||di

3. The IM signs NO i and RN i using xIM as S =
signxAM

[NO i,RN i]. The IM sends signature S and
NO i to the bidder.

4. The IM maintains an off-chain storage database for
linking values as shown in Table 2.

5. The bidder can verify whether the
∑n

j=1 RNij of the
decryption is equal to the bidders

∑n
j=1 RN ij , and

this step protects anyone from modifying NO i.

6. The bidder computes M = (GNO i||Ti,NO i, Pi),
where Pi is the price of his/her bid, and Ti the
timestamp.

7. Now, bidder Ui chooses two random numbers N1,
N2 in Z∗

q and computes the signature of the bid as
follows:

A = xi ×N1 ×N2 mod q, (19)

B = SN1×N2×yi

i mod p, (20)

C = M × y
−N1×A×h(B)
AM mod p, (21)

D = N1 − Ri × h(C) mod q. (22)

8. Finally, bidder Ui sends his/her bid signature
{A,B,C,D,GNOi} to the AM .

9. After receiving all the bids, the AM maintains
auction information as in Table 3 in his/her off-chain
storage.

7.2.3. Winner identification phase. After the bidding
process, the AM, IM and RM will cooperate to find and
publish the identity of winner Uw as follows.

Table 2. Linking value of bidders at the IM’s off-chain storage.
Linking value NO i

n∑
j=1

RN 1 NO1

n∑
j=1

RN 2 NO2

n∑
j=1

RN 3 NO3

...
...

n∑
j=1

RNm NOm
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1. AM opens all the bids using the following equation:

Mi = Ci ×
[
gDi×Ai ×

n∏

j=1

y
−h(Ci)×Ai

RM

×B
h(Ci)
i

]xRM×h(Bi)

mod p. (23)

After opening all the bids the AM finds the highest
bid Mj by executing his/her smart contract and
checks the validity of the bid with GNO i =
head(Mj , S).

2. The AM selects a random number N3 and computes
Qj = XRM × N3 mod q and C′

j = Mj ×
(Cj × M ′

j)
N3 mod p. Then, the AM publishes

{Aj , Bj , C
′
j , Dj ,GNO i} and Qj such that anyone

can verify the validity of the winning bid. Every
winning bid satisfies the following equation:

Mj = C′
j ×

[
gDj×Aj ×

n∏

j=1

y
−h(Cj)×Aj

RM

×Bij
h(Cj)

]Qj×h(Bj)

mod p. (24)

3. The AM sends the winning bid
{Aj , Bj , Cj , Dj ,GNOj} and NOj to the IM .
Then, IM finds the corresponding linking value∑n

j=1 RN j of NOj by looking at Table 2.

4. The IM then sends the winning bid
{Aj , Bj , Cj , Dj ,GNOj} and linking value∑n

j=1 RN ij to the RM . The RM then finds
the corresponding IDj , yj and

∑n
j=1 kij of∑n

j=1 RN ij by looking at Table 1. Then the RN
checks whether

Uj = gAj×
∑n

j=1 kjj×yj mod p

holds or not. If so, Uj that has identified IDj as the
winner.

Now, RM j sends the transaction details of winning
bidder to the ordering service. The ordering service
collects all such transactions to create a new block.
The new block will be sent to all RM j’s. RM j’s
verify the block and append it into their blockchain.

Table 3. Auction information table at the AM ’s off-chain stor-
age.

User Signature

U1 {A1, B1, C1, D1,GNO1}
U2 {A2, B2, C2, D2,GNO2}
U3 {A3, B3, C3, D3,GNO3}
...

...
Um {Am, Bm, Cm, Dm,GNOm}

8. Conclusion

A novel DGSS was proposed to address the identity
privacy challenges in blockchain based applications. Lee
et al. (2009) group signature scheme was extended to
the DGSS by decentralization of the group manager
to eliminate the basic requirement of having trust in
the group manager and also to improve the identity
privacy of group members. The security properties like
unforgeability, anonymity, unlinkability and traceability
for the proposed DGSS are also discussed. The
proposed DGSS were more suitable for permissioned
blockchain-based applications. However, the use of
anonymous signatures for public blockchains and the
mathematical security model of the proposed DGSS were
explored in future work. The proof of correctness for
the proposed scheme ensures that the original message
can still be reconstructed correctly, even after it has
been distributed among several group managers. Also
a framework of the blockchain-based e-auction protocol
with the DGSS is proposed.
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